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Abstract

Advancements in the field of quantum computing pose a threat to cryptographic systems
used today. As a result, alternatives for all kinds of cryptographic algorithms need to be
found, with digital signatures being one of them. However, with the transition to quantum-
secure signature schemes a number of challenges arise. The increased computational effort
necessary for signature generation and the associated key sizes are especially problematic
when executed on devices with limited resources like SmartCards. Since they are a crucial
building block in modern security systems, it is important to bring quantum-secure schemes
onto them. A special kind of SmartCard are JavaCards. While not being able to provide the
same level of performance as native cards programmed in C or Assembler, the usage of the
Java Virtual Machine allows applications to run manufacturer and hardware independent.
This can be an important factor when it comes to widespread distribution of a new quantum-
secure signature scheme.

A promising candidate regarding quantum-secure signature algorithms is XMSS. This hash
based scheme solely relies on the security of the underlying hash function. However it comes
with a high computational cost of repeated hash function evaluations. The goal of this
thesis is to implement this scheme on a JavaCard and analyze its real-world practicability.
The implementation uses the BDS tree traversal algorithm, providing a trade-off between
memory usage and runtimes. By decoupling the computationally most expensive part of
XMSS into an independent subroutine, operations necessary for the creation of signatures
are minimized. The provided API allows signature generation with minimal communication
between SmartCard and host. A parameter set optimized for fast runtimes is found and the
resulting measurements are compared to requirements derived from possible use-cases.

The results show that real-world applicability can only be achieved to a limited degree
with runtimes significantly longer than the ones of conventional signature algorithms.
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1 Introduction

In October 2019 a group of researchers working at Google published a paper with the title
Quantum supremacy using a programmable superconducting processor |[AABT19]. Whether
the proclaimed quantum supremacy was really achieved in this case is up to debate, as only
a couple of days later IBM responded with a statement, remarking that the proclaimed
runtime of the algorithm on classical computers was overestimated signiﬁcantlyﬂ Regardless
if quantum supremacy was achieved in this case, this paper shows that quantum computers
are not only an active research field but also that advancements are being made. While a
large number of areas in the economic and scientific sector could benefit from widely available
large scale quantum computers, they also pose a threat to current I'T security infrastructures.
At least since the publication of Shor’s algorithm [Sho94] the advancements in the creation
of large-scale quantum computers are also seen as problematic. Widespread cryptographic
schemes like RSA and DSA rely on the hardness of mathematical problems. Shor showed
that if a sufficiently powerful quantum computer existed, these problems could be solved
efficiently, thus rendering the schemes insecure. As a result, new types of cryptographic
schemes must be introduced in order to enable secure communication for the future, like the
world is used to today. The field dedicated to researching cryptographic schemes that remain
secure, even if large scale quantum computers existed, is called post-quantum cryptography.

Two factors important for secure communication are authenticity and integrity, or in other
words, knowing one is talking to the right communication partner and that the messages
where transmitted unaltered. These properties can be ensured by the usage of digital sig-
natures. One type of digital signatures that are considered secure from quantum computer
attacks are hash-based signatures, whose security is relying on the hardness of breaking
cryptographic hash functions. The research project Quantencomputer-resistente Signaturver-
fahren fir die Prazis (squareUP) Hwas a three year research project dedicated to hash-based
signatures. In May 2018 a Request for Comments (RFC) was published as a result of this
project, describing the hash-based signature scheme XMSS [HBG™18|. The introduction of
this scheme also introduces new challenges. Compared to conventional schemes like RSA
and DSA, creating XMSS signatures requires significantly more computational steps. This
can be problematic when it is required to be executed on devices with limited resources.
However SmartCards, an example for such a device, are in wide use today when a high level
of security is required. They can act as a possession factor in multi-factor authentication, are
used as physical keys to unlock doors and are able to securely store digital keys. However,
their hardware is not designed to perform demanding tasks but rather to execute small ap-
plications. Nonetheless, implementing such a scheme on a SmartCard is an important step
towards making post-quantum signatures widely available and applicable in the real world.
The usage of a secure hardware token like a SmartCard is required in a number of cases
where highly confidential data is handled and the security of a cryptographic scheme or key
storage inside software is not considered secure enough.

"https://www.ibm.com /blogs /research/2019/10/on-quantum-supremacy, visited 24th of July
Zhttps:/ /www.square-up.org, visited 24th of July



1 Introduction

The focus of this thesis is to analyze whether the computational demands of XMSS and the
limited resources provided by SmartCards, or more specifically, JavaCards can be combined.
This type of card offers relevant advantages when it comes to widespread distribution of the
scheme. They allow manufacturer independent execution of applets and are widely available
with different hardware configurations, thus preventing special requirements depending on
the card model.

Outline

This theses is structured as follows: In the necessary background is discussed,
including conventional signature schemes and the attacks quantum computers could per-
form on them. Afterwards the XMSS signature scheme is described before the properties of
SmartCards are introduced. presents other approaches of implementing XMSS
on SmartCards. describes the methodology of the approach and presents a rea-
soning behind software design and hardware choices before the implementation is described
in [Chapter 4} In [Chapter 5| the evaluation results are presented. In an analysis
of a number of use cases and the practicability of the scheme is discussed. finally

shows possible future work and gives a conclusion.




2 Background & Related Work

The following chapter first gives an introduction to digital signatures in general and then
describes attacks on conventional cryptographic schemes through quantum computers. Af-
terwards the necessary background for this work is introduced, including the implemented
signature scheme as well as the hardware.

2.1 Digital Signatures

In general, digital signatures are used to verify the authenticity and integrity of a message
and ensure the signer can not repudiate it. Similar to written signatures on a piece of paper
a digital signature can be used to prove a message or other piece of data originated from the
signing author. In addition, a digital signature also ensures the integrity of a message. In
a simple example Alice composes a message and sends it to Bob. Now how can Bob verify
the Message actually came from Alice and not a malicious party in between? Using a digital
signature scheme Alice can sign the message with a signature only she is able to generate.
Any receiver, including Bob, can now verify that the message could solely be created by
Alice. If an attacker had changed the contents of the message, he would not have been able
to generate a valid signature, as only Alice knows the required key to do so. This way, the
integrity of the message is ensured.

2.2 Public-Key Cryptosystems

The following section is intended to provide a general introduction and overview over public
key cryptosystems. Unlike symmetrical encryption systems, public-key systems do not rely
on one common shared secret to communicate privately. Instead a key pair, consisting of the
secret key sk and the public key pk is used. While pk can be obtained from anyone, sk needs
to be only known by the owner of the key pair. Additionally it must not be possible to guess
one key from knowing the other.

If Alice wants to send Bob a private message, Alice can use Bob’s pk to encrypt the data.
This cypher can now only be read by Bob, as only he knows sk, the key needed for decryption.
In the context of digital signatures, a similar system can be used. This time, consider Bob
wants to sign a file published publicly on his website. In most cases, he calculates the hash
value of the file in order to reduce its size from an arbitrary length to a fixed size. He then
uses his sk to sign this value and publishes this signature alongside the file. Everyone who
wants to check the signature can then use Bob’s pk to decrypt the cypher, thus generating
the hash value of the published file, which can in turn be compared to an independently
generated hash value, that was calculated from the downloaded file. As only Bob knows his
sk, only he was able to generate the cypher that is decryptable using pk, thereby proving
the authenticity and integrity of the data. [KLOT7|
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2.2.1 Classical Digital Signatures

Classical digital signature schemes as they are used today in many applications rely on the
hardness of mathematical problems. An example for such a problem is integer factorization.
While it is a simple operation to multiply two prime numbers, there is no algorithm that
is able to efficiently calculate the prime factor of a sufficiently large natural number. The
actual threshold of what can be considered a sufficiently large number has changed since the
introduction of RSA in 1977. In 1993 it was estimated that the factorization of a 129-digit
number would at least take 5000 MIPS years [DDLM94]. On February 2, 1999 RSA-140 was
successfully factorized in about 2100 MIPS years. Later the same year RSA-155, a 512bit
number was factorized|CDL™99||CDL™00]. These advancements can be attributed to the
discovery of new algorithms and more powerful computers. As 512-bit numbers where widely
used at the time, this breakthrough shows a problem of many cryptographic functions. Given
enough time or resources, what is considered state of the art today, can be vulnerable in the
near future. To illustrate this further, today a 512-bit prime number can be factorized in less
than four hours [VCL™15|. Today, the BSI recommends RSA key lengths of at least 2000bit
for a sufficient security level[BSI20].

2.2.2 RSA

In the following section the functionality of RSA [RSATS8| will be described. Its security relies
on the difficulty of finding the prime factors of large integers.

RSA Key generation

Two large prime numbers, denoted p and g are chosen and their product n = pq is calculated.
Next, an integer e is chosen where:

l<e<¢withgd=(p—1)(¢—1)and e being a coprime to ¢

Finally a value d needs to be calculated, which satisfies the following:

1
d = —modg (n)

e

The private exponent d together with the prime number n is used to encrypt messages.
Decryption is possible using the public exponent e.

RSA signing and verification

In order to create a signature, the signer calculate the hash value of his or her message m
and raises it to the power of of the private exponent d:

s+ m%(mod N)

The receiver is then able to verify the signature by transforming it back to the original
hash value by raising it to the power of the public exponent e:

h(m) < s(mod N)
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RSA Security

RSA implemented exactly this way does not provide sufficient security for actual usage, as
other attacks than factoring n are possible in this case[KL07|. It is common to choose 3,
17, or 65537 as the value e [Smal5|. Smaller values are often used on constrained devices
like SmartCards, although this has a negative impact on security. In this case the Chinese
Remainder Theorem can be used to decrypt the message directly without needing to factorize
n |[Reg04]. A similar problem exists when the public exponent is too small|[Cop97]. While
many other optimizations to the implementation as well as possible attacks exist, RSA in
general is considered to be secure as long as prime number factorization remains a hard
problem.

2.2.3 DSA and ECDSA

While RSA can be used for signatures and encryption, Digital Signature Algorithm (DSA)
and Elliptic Curve Digital Signature Algorithm (ECDSA) are specifically used for digital
signatures. DSA is based on the discrete logarithm problem (DLP) and is standardized by
the National Institute of Standards and Technology (NIST) since 1991. The draft for the
next Federal Information Processing Standard Publication (FIPS), FIPS 186-5 EL no longer
lists standard DSA as an approved algorithm for digital signatures. For illustrating the use
of the DLP in digital signatures, DSA is described in the following section nonetheless.

Discrete Algorithm Problem

The following definition of the DLP is taken from [Smal5]:

Let (G, -) be a finite abelian group of prime order ¢, such as a subgroup of the multiplicative
group of a finite field or the set of points on an elliptic curve over a finite field. The discrete
logarithm problem, or DLP, in G is: given g, h € G, find an integer x € [0, ..., q) (if it exists)
such that g* = h. The mathematical problem is therefore to find x so that x = dlogy(h).

DSA Key generation

The following steps are performed to generate pk and sk [DK15]:

e Choose two prime numbers p and ¢, so that ¢ is a divisor of p — 1. The last FIPS that
specified DSA E] allows the following bit lengths for p and ¢ :
(1024,160), (2048,224), (2048,256), (3072,256)

e To get an element g of order ¢ from the group G. This is done by selecting random
elements h € Zj until g := hP=1/a £ [1].

e Choose a random integer z with 1 <x <g—1

o sk: (p,q,8,x)
pk: (p,q,g,y) with y := g*

"https://csrc.nist.gov/publications/detail /fips/186 /5 /draft
https://nvlpubs.nist.gov/nistpubs/FIPS /NIST.FIPS.186-4.pdf
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DSA signing

The signer calculates the hash of a message m using a cryptographic hash function. Its output
length affects the security of DSA as well as the length of p and ¢ and should therefore be
chosen to produces results of at least ¢ bit. The output is then signed the following way:

e select random integer k with 1 <k <g—1

e calcualte r and s:
r:= (g* mod p) mod q
s:=k~Y(m + rx)mod q, if s = 0, choose new k.

e m,7,s is the signed message

DSA verification

The verifier who has the pk (p, q, g, y) and received the signature m, r, s can check its validity
though the following steps:

e check the following conditions:
1<r<qg—-1
1<s<qg—1

e compute t = s ' mod g
e compute v = ((¢™y")tmod p) mod q

e The signature is valid if v = r

2.2.4 ECDSA

ECDSA is a variant of DSA that works on elliptic curves instead of finite fields. Using
classical computers, finding discrete logarithms on elliptic curves is harder than on finite
fields as well as solving the integer factorization problem. It therefore offers the advantage
of shorter signatures compared to DSA while maintaining the same security level. Every
problem relying on the DLP can easily be modified to work on elliptic curves. Instead
defining p and ¢ as elements in a finite field.

ECDSA and DSA security

While finding « is easy for some G, in other groups the problem is infeasible to solve com-
putationally. For hard cases a number of algorithms exist to solve the DLP. These include
various versions of the baby step / giant step algorithm with a complexity of O(y/n)logn
[CLP05, MD18] and the Silver—Pohlig-Hellman Algorithm with a time complexity of O(y/n).
Similar to the RSA algorithm however, there is no known algorithm that efficiently solves
the DLP on a classical computer.
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2.3 Quantum Computers

In order to provide a better insight into the threads that Quantum Computers (QC) pose to
conventional signature algorithm, the following chapter describes their basic functionalities
and their possible applications. As their name implies, quantum computers are based on
quantum mechanical principles. While quantum effects are problematic for the advancement
of classical computers with shrinking transistor sizes being susceptible to quantum tunneling
IMGI5], quantum mechanics can also be used to solve previously non-computable problems.

2.3.1 General Concept

Conventional computers work with bits. A bit can be in one of two possible states, either 0
or 1. A quantum computer works with so called qubits. Those are not limited to being in
one state at a time but can be in both states at once by an arbitrary proportion. This state
is called superposition.

Superposition

Superposition is only possible as long as the state is not measured. As soon as the value of
a qubit is sampled, the qubit is collapsed to either state 0 or 1. The actual state of a qubit
at the point in time it is measured depends on a probability. This probability is influenced
by multiple factors. A qubit can be represented the following way [KGHGC19) :

) = a0) + B1)
where a, 8 € C and (¥[¢)), satisfying
o> + 18> =1

Measuring the state results in [0) = [§] with a probability of la]? and with a probability of
|81 in [1) = [3].

Quantum circuits

The probability can be influenced by quantum logic gates which are the equivalent to logic
gates in conventional digital circuits. Quantum gates are the building blocks of quantum
circuits. There are different kinds of gates. The Hadamard gate for example is used to
transform a qubit in a collapsed state back to superposition with equally proportioned prob-
abilities for a and 8. Other types of gates are Pauli, not and swap gates. By connecting
gates more complex operations are possible.

Entanglement

A series of n classical bits can be in one of 2™ different states while the same number of qubits
can be in all of those 2" states at once. Unlike in regular physics, where individual entities
in a systems have a separate state, in quantum mechanics one qubit can be influenced by
others. This phenomenon is called entanglement and is useful in quantum computers. For
example, from measuring on qubit and collapsing its superposition in the process, the state
of an entangled qubit can be determined without ending its superposition.
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2.4 Post-Quantum security

2.4.1 Shor’s Algorithm

In 1997 Peter Short introduced an algorithm that, given a powerful enough QC, could find
factors of large prime numbers and compute discrete logarithms [Sho97]. As described in the
[Subsection 2.2.2] and [Subsection 2.2.3] RSA and DSA rely exactly on the hardness of these
problems.

General functionality and Integer Factorization

There is a number of algorithms for factorizing integers on conventional computers [Pol75),
Hial4]. Although these algorithms are able to deterministically perform factorization, in
practice this is not computationally feasible. Other methods like the Fermat Factorization
Method relies on p and ¢ to be close to one another [Kob94]. In order to find the factors p and
q of a large prime number N, shorts algorithm starts with a random number ¢g,1 < g < N.
The algorithm does not necessarily need to find an actual factor. Finding a number that
shares a factor with IV is also sufficient due to Euclid’s algorithm, as it can be used to find
the greatest common divisor (GCD) between N and g. A function that calculates the GCD
of two numbers = and z is denoted to as ged(z,y). If g and N share a common factor,
this algorithm can be used to find p or ¢. In any other case, a period r of the function
f(g) = a9mod (N) needs to be found, so that:

a mod (N) = a"mod (N)

If r mod 2 =1 a different g needs to be chosen and the algorithm is restarted.
Otherwise calculate the following:

x = gcd (g% —i—l,N)

If x = N, a different g is chosen and the algorithm is restarted. If x < N, then z is a nontrivial
factor of N. The other factor can then be calculated as y = ged (g% -1, N>. [Sch19]

While the whole algorithm could also be executed on a normal computer, the determination
of » would not be computationally feasible. This is the section of Shor’s algorithm that
requires a QC in order to run efficiently. The exact number of qubits required to successfully
execute this algorithm in practice is not clear at the moment, as Gidney et al. [GEI19]
conclude. In theory, the algorithm as described by Shor requires 3n qubits. Beauregard
[Bea03| described a version which reduces the required number to 2n + 3 qubits. In practice
however, qubits require some form of error correction. Depending on the method used, this
increases the number of required qubits considerably. Gidney et al. estimate that around 20
million qubits are required to factor RSA-2048. A QC of these dimensions does not exist at
the moment.

Discrete Logarithm Problem

The DLP can be calculated in a similar way to the factorization problem. While Shor’s
original paper already proposed a way to solve the DLP, a number of improvements have
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been made in the subsequent years. Martin Ekera [Ekel6| presented a modification of Shor’s
algorithm that is able solve the DLP with a success probability of 60 to 70%. Proos et al.
[PZ03| showed that an attack on 160bit ECDSA would be possible using 1000 qubits, half
the number required for the factorization of the security-wise equivalent RSA-1024.

2.4.2 Grover

Another possible application of large scale QC was described by Grover in 1996|Gro96]. He
introduced a method for searching in random databases. Given a database with N unsorted
entries an the task to find element w inside it, a classical computer would need to check %
entries on average. Using Grovers algorithm on a QC, only v/N steps are necessary to find
the element.

Grove’s algorithm can also be used to find collisions within the codomain of a hash function,
as this can also be considered an unsorted database. Brassard et al.[BHT98| described a
quantum birthday attack on cryptographic hash algorithms. Amy et al. [ AMG™16] estimated
the requirements for a QC and the computational costs of using Grover’s algorithm for
attacking SHA-2 and SHA-3, both with an output length of 256 bits. They estimate a
number of 2126 and 22 qubits and a cost of 21938 and 2146 surface code cycles respectively.
A Surface code cycle is defined as a operation that involves some QC steps and a considerable
amount of classical processing. Amy et al. assume the temporal cost of one surface code
cycle and one hash function invocation to be equal. Assuming a CPU has a clock speed
of 4GHz and requires ~1000 cycles per hash function, it would be able to calculate ~ 4
million hash functions per second and core. This rough estimation would lead to a runtime
of 4,97 x 10%? seconds per core and therefore would not be computationally feasible even if
a large enough QC existed. At the moment, cryptographic hash functions are considered to
be quantum-proof and are therefore building blocks for post-quantum cryptography.

2.5 Hash functions

In general, a hash functions H : {0,1}* — {0,1}" maps input data of arbitrary length
into output of a fixed size. Even small changes to the input data must result in completely
different outputs. To be considered a cryptographically secure hash function, is has to fulfill
a number of properties [Smal5]:

e Preimage resistance:
For a given hash value y it should be computationally infeasible to find an input m
such that H(m) = y.

e Second preimage resistance:
For a given input m is should be computationally infeasible to find an m’' # m with

H(m') = H(m).

e Collision resistance:
Is should be computationally infeasible to find two inputs m and n, m # n with

Collision resistance is the strongest security assumption. It also impies second preimage
resistance. Likewise, the second preimage resistance also impies preimage resistance [KLO7].
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The security of any given hash function is related to its key length n. Finding a preimage or
a second preimage by random requires 2" tries on average. Finding a collision only requires
2"/2 random executions due to the birthday problem [AM96].

2.6 Hash-based signatures

In order to provide security even if sufficiently powerful quantum computers are available,
cryptographic functions with quantum resistant mathematical problems need to be estab-
lished. Hash functions are believed to be quantum secure. Given a cryptographically secure
hash function with large enough output, there is no known way, be it using a classical com-
puter or a quantum computer using Grovers algorithm, to sufficiently perform attacks. Apart
from hash based signatures there are a number of other mathematical problems that can be
used for post-quantum cryptography. In the final round of the standardization process for
post-quantum signature schemes by NIST E], the finalists CRYSTALS-Dilithium [DKL™18§]
and FALCON [PAF19] are lattice-based while RAINBOW [DS05| is based on multivariate
cryptography. A common trait among all those post-quantum algorithms is the significantly
higher cost of signing operations and larger signature sizes compared to conventional sig-
nature algorithms. An advantage of hash-based algorithms is the fact that these are well
understood. Some signature schemes even allow the usage of only second preimage resistant
hash functions by applying pseudorandomly generated bitmasks to their input [HBGT1S].
The overall security of the scheme used relies solely on the used hash function. If it gets
vulnerable to attacks in the future, it can be replaced with another hash function while the
overall scheme does not need to be modified further.

2.6.1 Winternitz One-Time Signature Scheme

The Winternitz One-Time Signature Scheme (WOTS) is one of those schemes that only relies
on the security of the hash function used. Being a one-time scheme, each key pair can only be
used to sign a single message. An extension to his scheme are the Merkle Signature Scheme
(MSS) and the eXtended Merkle Signature Scheme (XMSS). They allow to sign multiple
messages using one pk and multiple associated sk. They are not limited to one tree but can
also be extended to have multiple layers of tree. The following section gives a description of
WOTS+, a variant of WOTS introduced by Hiilsing et al. [Hall3]. Afterwards, XMSS and
its multi-tree variant XMSSMT will be described.

WOTS+ Parameters, functions and addressing scheme

Before the actual WOTS+ process will be described, the important parameters used alongside
a description will be explained here. The parameter n € N denotes the length of the message
as well as a single element of the private key, public key and signature element respectively
in bytes. It is common practice to chose the value of n to be of the same as the number of
bytes output by the underlying hash function. This has two reasons. First, n is a security
parameter and has therefore be chosen to be of a sufficient size. This estimation of what is a
reasonable size is already made by the choice of the hash function. Secondly, using the same
size for both cases simplifies the implementation. The Winternitz parameter w € N is used

Shttps://www.nist.gov /news-events/news /2020 /07 /pqc-standardization-process-third-round-candidate-
announcement, visited 27th of July
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Addressing scheme
size H OTS Hash H L-tree H Hash tree
32 bits layer address layer address layer address
64 bits tree address tree address tree address
32 bits type = 0 type =1 type = 2
32 bits OTS address L-tree address || 0-Padding
32 bits chain address tree height tree height
32 bits hash address tree index tree index
32 bits keyAndMask keyAndMask keyAndMask

Table 2.1: Addressing scheme

to reach a trade-off between signature length and signing time, where larger values generate
shorter signatures but require more computation time. A value of 4 or 16 is recommended
as those values facilitate a easier implementation while also providing an optimal time-space
trade-off [Hiil3|. The parameter len is equal to the number of elements in the public key pk,
private key sk and signature, where each element is an n-byte string. len itself consists of
two substrings len; and lens where

leny = ceil(8n/loga(w)

leny — floor(loga(leny x (w — 1))
loga(w))

shows the different kinds of functions used in the signature scheme described
in the following section. The keyed cryptographic hash functions F', H and H,,s, all take
different input but can all be implemented using the same hash function underneath. For
each hash function, a key is used alongside the actual input string to randomize the call.
This key is generated using the pseudorandom function PRF.

The address used as an input for PRF' points to specific WOTS+ key pairs or to nodes
within the XMSS tree structure. shows this addressing scheme. Layer and tree
address are used in the multi-tree variant of XMSS, referring to the layer of the tree within
the multi-tree and its index on that layer respectively. The field type is used to differentiate
between the three kinds of signature. OTS address and L-tree address refer to the index
within the leaf nodes of the next higher order hash tree. In Hash tree addresses, this field is
padded with 0. Chain address is the position within the chaining function while hash address
refers to the index within the len segments of a WOTS+ key pair. In the case of the L-tree
and hash tree addresses those two fields indicate the height and index of the node being input
for the next computation. The last field, keyAndMask is set according to whether PRF is
used to calculate a hash function key or a bitmask.

+1

WOTS+ Key Generation

The public key pk is calculated from chained hash function calls on all len key elements.
This chaining function requires a keyed cryptographic hash function F' that accepts two byte
arrays of length n and a 32-bit index as inputs and outputs a hash value of length n. The
actual value of n is often dependent on the output of the underlying hash function used in
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Function modules

function ‘ type input output

F hash function | n-byte key n-byte string
n-byte string

H hash function | n-byte key n-byte string
2n-byte string

Hysq hash function | 3n-byte key n-byte string
arbitrary string

PRF pseudorandom | n-byte key n-byte string

function 32byte address

Table 2.2: Function overview

F'. The initial input of the chaining function is a private key. Each private key is an array
with length len with each element being a uniformly random byte-String of length n. Its
correspondent public key features the same characteristics and is calculated by chaining hash
function calls. The input to this chained hash function is a single element of the private
key array. First a bitmask is calculated using PRF' and applied to this element. This step
reduces the security requirement of the used hash function from collision resistance to second
preimage resistance. Secondly, the resulting output is used as the input of the next chain.
These two steps are repeated w — 1 times, producing w — 1 intermediate results in the form
of the hash function outputs. The result of the last iteration of this chain is the public key
array element of its respective private key element. This chaining function is applied to all
len key parts, resulting in a public key consisting of len n-byte arrays.

WOTS+ Signature Generation

The message to be signed is split into len; parts of equal length. FEach of these parts is
then mapped to integers between 0 and w — 1. Next a checksum of leng parts is constructed
in a similar way. These again are mapped like previously and appended to the first array,
resulting in a len length array. Depending on the value i of the individual elements, the
w — ith intermediate result of the chaining function on each respective element of the private
key is selected. By appending these nodes, the signature itself is created.

WOTS+ Signature Verification

To verify a signature sig, the receiver again calculates an array of integers like the signer did
during signature generation. Depending on the value 7 of the individual calculated elements,
the respective elements of the signature are hashed further ¢ times, thus being hashed a total
of w—1 times and therefore being equal to the segments of the public key. The concatenation
of the result of these hash chains is compared to the provided public key. The verification is
successful if they are equal.

2.6.2 Forward secrecy

Forward secrecy in general is the property of encryption and signature algorithms that ensures
that encrypted communication or issued signatures remain secure or valid even if the sk gets
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compromised in the future. They way this property is achieved depends on the algorithm. In
the context of OTS schemes this means that an attacker who gets hold of the global sk at the
time the i-th OTS sk; was active must not be able to recreate sk;_1 and any of its predecessors.
In XMSS this is achieved using a trapdoor function in the form of a pseudorandom generator
that updates the seed required for computing the OTS sk and overwrites the current one in
the process. There is no way to revert this process, thus making is impossible to reconstruct
a previous sk. Braun et al.[BKHI14| also showed that forward secure signature schemes can
be used to maintain the property of non-repudiation. In this case a key revocation does not
invalidate this property as previously used sk remain valid.

2.6.3 XMSS - Extended Merkle Signature Scheme

Using the WOTS+ scheme described above, creating quantum resistant signatures is already
possible. However, the problem lies within the key management. For every signature created,
one pk is consumed. This is problematic as every signature recipient would also need to obtain
an individual pk. This is where XMSS comes into play. Instead of verifying a signature
created by some sk against its respective pk, multiple OTS signatures can be verified against
a single XMSS pk. XMSS, introduced by Buchmann et al. in 2011 [BDH11], can be considered
an extension to WOTS+. It organizes WOTS+ pk in a binary hash tree. The individual pk
represent the leaves of the tree with one single global pk as the tree’s root. Based on the
Merkle Signature Scheme (MSS) introduced by Ralph Merkle [Mer90], XMSS also provides
forward secrecy. The following section describes the structure of XMSS starting at the base
with the already established WOTS+ public keys. XMSS is constructed in a bottom up
manner, so the individual components will also be introduced in this order.

2.6.4 L-tree construction

As mentioned, XMSS hash tree construction starts at the bottom layer with WOTS+ public
keys. The len key elements, each with a length of n bytes, are compressed into a single n-byte
array using a binary hash tree called L-tree. This tree has len leaf nodes, each holding a
single element of the WOTS—+ pk and the compressed result in the root. An L-tree root node
is one leaf node of the XMSS hash tree. The rest of this section describes the construction
of this structure. A visualization of the process is given in [Figure 2.1]

The starting point are the len segments of the key where each can be considered a leaf
node of a binary hash tree. Two adjoining nodes are combined into their parent node in
the following way: Using a public seed and the address of the new parent node as an input
for three PRF calls, two bitmasks and a key are created. The bitmasks are applied to the
child nodes. The resulting strings are used as an input to the hash function H alongside the
calculated key. The result of H is the value of this parent node. This routine is applied to
to all siblings of each layer. If there is an odd number of nodes on any given tree level, the
remaining node is lifted up to the next layer. This is repeated until a single root value of n
bytes is computed.

2.6.5 XMSS Hash Tree construction

The XMSS hash tree is a perfect binary hash tree with every node and leaf containing an
n-byte array. The tree construction itself is almost identical to the L-tree construction. The
tree is constructed from the bottom layer containing 2" L-tree root nodes. To construct

13



2 Background & Related Work

sea)

bm; ) @) bm, R
0 0 0 0 0 0
|$ego Sed; | |$egz Seds | S€Jlen—2 | |5991m41 |
n-byte n-byte n-byte n-byte n-byte n-byte

Figure 2.1: L-tree construction visualized: Segments of the uncompressed WOTS+ pk and
intermediate results are denoted as segy with = being the position on that L-tree
layer and y being the layer within the tree

a parent node on layer h + 1, bitmasks and a key are computed using PRF. The masked
children of level h are again hashed using H with the respective key to obtain the value of the
new parent node. The masking step is necessary in order to reduce the security requirement
of the keyed hash function from collision resistance to second preimage resistance. This
routine is again applied on all sibling nodes of any layer, halving the number of nodes per
layer with every height increment until the root of the tree is reached. The value of the root
node is the global public key of XMSS.

2.6.6 XMSS signature generation

The actual signing of a message is similar to the routine described in Section [2.6.1] with the
difference being the use of H,,, to hash the input message. H,, s, receives a key consisting of
the current leaf index, the pk and a pseudorandom value R generated by PRF'. The message
is then hashed to a n-byte value which is signed the same way as described in Section [2.6.1]
The resulting array of len * n bytes is the WOTS+ signature. In addition, the so called
authentication path of h x n bytes is appended to the signature. Consider a path from the
hash tree node used for the current signature all the way to the root node. For each node
that lies on this path, the authentication path contains its sibling on the respective level.

illustrates the authentication path.
2.6.7 XMSS signature verification

Alongside the actual message, the receiver gets an XMSS signature with a structure as shown
in [Figure 2.3] The first step of the verification process is similar to the one described in
section 2.6.1 The difference in XMSS is the missing WOTS+ public key that would be used
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O Authentication Path
O Current Index

XMSS pk

Figure 2.2: Authentication Path visualized

for comparison. The computed pk is then compressed using the L-tree technique described in
[Subsection 2.6.4] The seed required for PRF input is part of the signature in the form of the
randomness R. In the final step, the verifier needs to construct the XMSS hash tree. To this
end, the authentication path is used. Its first n-bytes represent the sibling of the calculated
L-tree root within the XMSS hash tree. They are used to calculate their parent on the next
higher tree level, whose sibling is again part of the authentication path. Iterating over the
tree levels, repeatedly combining the calculated node with its respective sibling stored in the
authentication path, the root of the hash tree is eventually calculated. If its value is equal to
the publicly known global pk, the signature is valid. The integrity of the message is ensured
through the correctness of the constructed WOTS+ pk which is in turn required to construct
the global pk, which is used to check the authenticity.

2.6.8 XMSSMT _ Multi-tree XMSS

As each XMSS private key can only be used once but the public key should be valid for a
long time, the tree needs to hold a sufficiently large number of leaves. However constructing
such a tree is computationally expensive. Consider a tree with a height h = 20. This tree is
able to hold 1.048.576 WOTS+ key pairs. In order to be able to compute the global public
key, all WOTS+ public keys must first be constructed. This alone takes 220 x len * (w — 1)
calls to H and PRF each. This is infeasible to calculate on lower performance devices
such as SmartCards. Multi-tree XMSS (XMSSMT) [HRB13] is a technique that allows those
numbers of key pairs while only requiring a fraction of the pk computations. In order to hold
2" signatures, not a single tree of height h is used but d layers of trees, each with a height
of h/d. This multi-tree has one tree on level d — 1 with an equally sized tree under every
leaf. Consequently the bottom most layer contains 2"~/ trees with a combined number of
2" leaves. The trees on the bottom layer hold the OTS public keys and are used to sign the
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XMSS

Index randomness R |WOTS+ signature authentication path
4 bytes n bytes len * n bytes h * n bytes
XMSSMT

Index randomness R |signature of layer 0 I:I I:I I:I I:I |s1gnature of layer d-1
4 bytes n bytes (h / d + len) *n bytes (h / d + len) *n bytes

reduced WOTS+ signatures for all d layers

Figure 2.3: Signature structures of XMSS and XMSSMT

actual messages. The trees on the next higher level are used for signing the root node of
the respective tree below. In order to generate the global pk and the authentication path for
the first 2"/¢ key pairs, only the first subtree of every level needs to be constructed. Those
subtrees are referred to as active trees in the following sections. Whenever all nodes on a
active tree are consumed, the next tree on the respective layer becomes the active tree.

XMSSMT Signature structure and verification process

The signature verification process is similar to the single tree XMSS. The recipient receives a
signature with the structure shown in Section The header is the same as for XMSS with
the index and the randomness R, followed by a set of WOTS+ signature and an authentica-
tion path for each of the d subtree levels. The root of each subtree is reconstructed by first
calculating the WOTS+ pk using the signature and then using the resulting values together
with the nodes of the authentication path to construct the tree. The resulting root node is
then again handled like a message that is verified against the subtree of the next higher level.
This is repeated up until the top layer of the tree, where the calculated root is compared to
the known global pk.

2.7 Tree traversal techniques

Treehash is a function that calculates the value of any given node within the XMSS hash
tree. The public key construction described in Section is essentially an execution of
the treehash algorithm with the hash tree root as the input. The same routine can also be
executed with any other node. For leaf nodes, the result is equal to the construction of a single
compressed WOTS+ key. Treehash can be very expensive, as for a node on height v, the
construction of 2¥ WOTS+ keys and 2¥ — 1 nodes is necessary. Improvement of the algorithm
itself is not possible. The efficiency of treehash is already optimal, as the construction of any
given node requires all the aforementioned parts.

When building the authentication path without any optimization, 2"~ treehash execu-
tions are required with every treehash instance depending on unique keys. As a result, in
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the process of the whole authentication path computation, 2" — 1 compressed OTS keys
and 2" — 1 — h nodes would have to be calculated, which makes this almost as costly as
the pk generation. In this section, some possible improvements to the authentication path
computation will be described.

2.7.1 Notation and general workflow

The descriptions and nomenclature of the following section is based on the paper that intro-
duced the BDS tree traversal algorithm by Buchmann et al.[BDS08]. Nodes are referred to as
Yolj], where v = 0, ..., h is the height of the node within the tree and j = 0, ...,2"7% — 1 is the
index of the node on layer v. The index of the current leaf is referred to as ¢ € {0, ..., 27 —1}.
STACK can be considered an stack of tree nodes with operations push and pop. The al-
gorithm calculates every leaf underneath the input in consecutive order and pushes them to
STACK. Every time two nodes of the same height are on top of STACK, they are combined
to their parent node.

Additional BDS notation

In addition to these notations, some additional descriptions are required for BDS, an algo-
rithm that will be described later in this section. AUTH is the array used for saving the
current authentication path with AUT H,, referring to the node on level v. The same notation
is also used for TREEHASH,, denoting the treehash instance on layer v. The value 7 is
defined as the height of the first node on the path from leaf ¢ to the root of the tree that
is a left node. If ¢ is a left node itself, 7 is 0. From 7 of the leaf ¢, the tree level of the
nodes required for the authentication path of leaf ¢ + 1 can be derived. A new right node is
required on levels v = 0,..,7 — 1 and a new left node on height 7. In order to speed up the
computation of left nodes like described in the array K EEP, is introduced,
where v = 0, .., h — 2. Additionally, a single node RETAIN, the rightmost node on level h — 2,
is stored in memory. This is a memory efficient optimization, as RETAIN is the only new
node required on this level.

2.7.2 Basic optimization strategies

During the construction of the global public key all underlying nodes are already computed.
One simple approach to minimize the time required for the path construction would be to
store all nodes in memory. However this is not possible for bigger tree sizes, especially when
memory is a critical resource, like it is the case with SmartCards. For example, a tree of
height h = 20 with n = 32 requires 2%° x 32 bytes — 32MB of memory, which exceeds the
capacity of any SmartCard available.

Storing previous path in memory

The storage space available has to be used strategically. One fact that can be exploited
is that a node on level v is required in 2V consecutive authentication paths. By storing
the first authentication path in memory and only calculating the value of nodes that are
different from the previous signature. In most cases a majority of the path can be reused
with the most costly nodes on the highest layer requiring the least frequent recalculations.
This improvement also only needs h * n bytes of storage which amounts to 640 bytes in the
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previous example. The problem with this example is the worst-case signing time. After 2/~1,
or half the total signatures, the whole authentication path needs to be updated. As a result,
the worst-case-cost is still 2% — 1 leaf and 2" — 1 — h node computations.

Storing right child nodes

Another observation that can be made is the fact that if a new left node is required for the
authentication path, its children have already been part of previous paths. More specifically,
if a new left node on level v is required for the authentication path of signature 4, its left child
was part of the previous one and its right child was used in signature (z —-1- 2”_1). If this
new node needs to be calculated, the left child is therefore still in storage from the previous
round and by additionally storing all right child nodes, only a single node computation is
required. This also only requires an additional storage of ((%-‘ * n) bytes.

Storing the top layers in memory

Right child nodes cannot be computed in a similar optimized way as left ones. Right children
of the highest levels are therefore the most costly to compute. However, as every node is
computed during pk construction, those can be stored in memory, avoiding their construction
during a signing operation and thus reducing the average signature generation time. The
parameter k is therefore introduced, offering a trade-off between time and memory by storing
all right child nodes of the top k layers during pk construction. For this, additional memory
of 28 — 2 % n bytes is required. While this reduces the worst-case signing time to 2"~% — 1
leaf and 2"~% — 1 — h — k node computations, this can still be problematic. Depending on
the memory available, the worst-case may still differ significantly from the average time. For
any digital signature algorithm this is an undesired property.

Distributing computations

For every second signature, only one node of the authentication path has to be changed.
Those signatures would therefore have a significantly lower runtime than the average. This
time difference can be used to calculate nodes ahead of time, reducing the worst-case runtime
down to the average. To facilitate this, a separate treehash instance per level is created. The
treehash algorithm is extended by an update routine, with each update calculating one new
hash tree leaf and pushing it to STACK. The stored nodes are then combined as far as
possible. The computation of the next right node on level v is started as soon as the current
one on this level becomes part of the authentication path.

2.8 BDS Tree traversal

BDS tree traversal was first introduced by Buchmann, Dahmen and Schneider in 2008
[BDS08]. By combining all the optimization techniques mentioned in [Subsection 2.7.2| it
achieves a worst-case runtime of (h — k) /2 + 1 leaf and 3(h—k —1) /2 + 1 node compu-
tations. The following section describes the way the above mentioned optimizations are

combined.
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2.8.1 BDS Scheduler

In order to make sure that every right node is fully constructed by the time it is needed in an
authentication path, scheduling its respective leaf computations is necessary. While there are
approaches to also schedule node computation [Szy04], for BDS only leaves are considered
as node computations from existing children are significantly less expensive. The way new
nodes are computed depends on whether they are left or right nodes. The construction of the
authentication path for signature ¢ is performed directly after the signature for ¢ is created.

Left nodes

For left nodes, the array KEEP is used to store certain right authentication nodes. Whenever
the path construction for leaf ¢ is finished, 7 # 0 and AUT H; was updated and now contains
a right node, AUTH is stored in K EEP;. This node is required in round ¢’ = ¢+ 27, when
it is used for the construction of a new left node on level 7 + 1 together with a left node in
AUTH..

Whenever 7 = 0 for a leaf ¢, the single new left node required for the authentication path of
@ + 1 is the current leaf node which is directly calculated.

Right nodes

As previously mentioned, right nodes cannot be constructed using child nodes of previous
authentication paths, none of their children were computed before. This is where the dis-
tributed calculation over multiple signing cycles comes into play. During every signature
generation, The signature ¢ + 1 requires new right nodes on the authentication path on lev-
elsv=0,...,7 — 1. The right child node on height A — 2 forms an exception, as it is already
stored in RETAIN and does not need to be computed. After each signature generation,
(h — k) /2 treehash updates are performed. An update is always performed on the treehash
instance with the minimum height node on its stack. This number of updates is sufficient for
finishing every node computation in time. On average (h —k +1)/2 leaves and (h —k —1)/2
are calculated during every BDS update.

2.8.2 Cost of subtree switches

With every additional subtree level within an XMSSMT structure a new BDS instance is
running, managing the authentication path computation on its respective layer. For most
signature operations this is not problematic, as changes in the authentication path only
happen on the lowest tree layer. However, after h/d signatures, its leaf nodes are consumed
and a new tree is required for the next h/d signatures. This is where a BDS update is
performed on the second layer from the bottom, as a new signature is required to authenticate
the root value of the new subtree on the bottom layer. This requires a signing operation and
an update of the authentication path. Now a XMSSMT tree can consist of more than two
layers. This means that every 2("/®*¥ gjgnatures, with 0 < y < d — 1 being the respective
subtree level, a switch on this level is required. This also implies that if a switch is required
on a layer y > 1, the same is also true for all layers < y. An XMSSMT tree consisting of
d subtrees requires up to d — 1 signature calculations and BDS updates for a single signing
operation.
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Figure 2.4: Initialization of the BDS algorithm. [BDSO0S|

2.9 SmartCards

Before describing the individual components of SmartCards (SC), a definition of what differ-
entiates a SmartCard from a standard chip card is given in the following section. Both types
of cards share a common physical appearance, being of equal size and containing a similar
looking contact plate with the logic board located underneath. Up until around 2002, the
most commonly used types of integrated circuit (IC) cards were memory cards. Being used
as higher security alternatives to magnetic stripe storage cards, they can hold 1-4KB of data.
This data is stored on non-volatile memory and can only be manipulated by the card reader
directly. In contrast, IC Microprocessor cards, in the following referred to as SmartCards,
contain a processor that is capable of performing complex calculations and directly accessing
and modifying the on-chip memory[Ort03, [BP]

2.9.1 Internal Components

shows the hardware components of a standard SmartCard. The SmartCard’s CPU
is able to directly access both RAM and EEPROM. The actual internal components of any
specific SC differ depending on the actual model. Some cards contain separate cryptographic
coprocessors for hardware accelerated execution of algorithms such as RSA, AES and DES
while others rely on software implementations of those functionalities. Where this coprocessor
is present, it is able to directly access RAM and communicate with the main CPU.

Processor

The CPU on a SmartCard is typically an 8, 16 or 32-bit processor running at a clock speed
of 3.7 - 10.0 MHz. Every time a SC is inserted into a reader or a reset is performed, the
card sends an answer to reset (ATR) dataframe constaining information about hardware
requirements for running the card. These include the maximum clock rate, required operation
voltages and current and optional parameters depending on the card. The clock itself is
provided by the terminal through a special contact pad. Modern SmartCard processors often
offer an orthogonal instruction set, allowing them to execute instructions for all the above
mentioned address lengths.
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A SmartCard contains three types of memory. The read-only memory (ROM) contains the
SC’s operating system and is not accessible from a programmer’s perspective. It is written to
using masked programming during the cards production. The two types of memory available
for data storage and temporary variables are a volatile RAM and a non-volatile memory in
the form of either EEPROM or flash memory. For many years, EEPROM was the standard
technology used, but flash storage is getting more common in use cases where a larger storage
capacity is required, as it offers higher storage density. While both technologies use basically
identical memory cells, they are structured differently. EEPROM allows bytewise read and
write access while flash memory can only be accessed blockwise which negatively impacts
performance. Typical EEPROM sizes vary between 8 and 245 KB, while some flash cards
offer storage capacities of several Megabytes. The RAM capacity of SCs range from 256 bytes
to 12 KB depending on the model and the intended use cases. Accessing non-volatile storage
is significantly more expensive than accessing objects in RAM with write times being slower
by a factor of more than 30.000 [RE10].

2.9.2 SmartCard Interface

The general communication between a PC and a SmartCard is defined by the PC/SC speci-
fication. While other standards exist , for example CT-API mainly on the German market,
the international de-facto standard is PC/SC. It ensures a common communication standard
over different operating systems, SmartCard readers and SmartCards. An official implemen-
tation of PC/SC is included in Microsoft Windows since Windows 2000, while a free version
called PC/SC Lite is available for Linux and Unix-based systems. PC/SC defines a layered
architecture that splits the communication chain from the card on one end to the software
using the card on the other end. An Interface Device (IFD) Handler hides the functionalities
and complexities of the SmartCard reader and its lower-level communication with the card
itself from user applications by providing a common API. shows the layerd archi-
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Figure 2.6: IFD-Subsystem as shown in [IFDO05]

tecture. The Service Provider Manager handles all IFDs present in the system. It detects
insertion and removal of cards, handles assingments of cards to their respective applications
and provides an API for communicating with the SmartCard. A higher level API that can
be used by the SmartCard aware application is provided by the SmartCard Service Provider.
This software library acts as a translation layer between common higher-level API functions
provided to the application and card-specific commands in the form of Application Protocol
Data Units (APDUs).

2.9.3 APDU - Application Protocol Data Unit

Data between the host application and the SmartCard is exchanged using Application Pro-
tocol Data Units(APDUs). In general, an APDU is a data block of variable length. Its
structure is defined in ISO 7816-4 [ISO20]. Command APDUs are used to send instructions
to a SmartCard while response APDUs are sent from the Card to the receiving function over
the PC/SC interface.
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Command APDU Structure
Type || Name Length Description
CLA Class 1 byte Class of this command
INS Instruction 1 byte Instruction identifier
P1 Parameter 1 1 byte First Parameter for instruction
P2 Parameter 2 1 byte Second Parameter for instruction
Le Length command | 0-3 bytes Length of the Data field
Data Data Lc bytes Data payload
Le Length expected | 0-3 bytes Length of the expected response data

Table 2.3: Command APDU Structure

Class Header Optional ‘
1 CLA INS P1 P2

2 CLA INS P1 P2 Le

3 CLA INS Pl1 P2 Lc Data

4 CLA INS P1 P2 Lc Data Le |

Table 2.4: Command APDU classes

Command APDUs

Command APDUs are categorized into four cases depending on their actual structure. In
any case the header needs to be present. Case 1 APDUs are used for simple commands where
neither data is required nor a response is expected. Case 2 and 3 are used for cases where
either only data is sent or received respectively while in case 4 payload is sent and expected
to be received. shows their structure. As can be seen in the fields Lc and
Le can be of a length between 0 and 3 bytes. In a basic case, the length of those fields is 1
byte, therefore being able to indicate a data and response length of up to 256 bytes. This is a
constraint if larger inputs and outputs are required, as is the case especially with hash-based
signatures. Extended APDUs where introduced to enable data bodies of a length of up to
65635 bytes by providing 2 bytes for length encoding. In this case, the leading Lc and Le
bytes are encoded as 0x00, indicating an extended APDU, with the actual length encoded in
the two tailing bytes. The JavaCard OS supports extended APDUs since version 2.2.2 with
the constraint of only supporting lengths of up to 32.767, as its API defines the length input
as a signed short [Cor].

Response APDUs

For every command APDU, one response APDU is sent back to the calling software. De-
pending on the number encoded in the command APDU’s Le field, the response’s body holds

Response APDU Structure
Type Name Length Description
Data Body le Bytes Response data of length given in CMD-APDU
SW1 Status Word 1 1 Byte response byte 1
SW2 Status Word 2 1 byte response byte 2
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the defined amount of bytes as payload but can also be absent for case 1 and case 3 command
APDUs. The status words SW1 and SW2 are present in any case, indicating if the command
was run successfully or an error occurred. If more data needs to be returned than fits in a
single APDU, it has to be actively fetched by the calling software using additional command
APDUs, as SmartCards never initiate data transfer but only react to incoming commands.

2.9.4 Javacard Operating System

The operating system of a SmartCard provides many basic functionalities. It is responsible
for controlling user authentication, for example via a PIN, managing memory access and
handling I/O between the physical contact pads or a wireless receiver and the currently
running application on the SmartCard.

JavaCard OS (JCOS) is one of those operating systems. The JavaCard programming
language is a subset of standard Java. This comes especially apparent in the applet build
process. JavaCard code is first compiled into a class file using a standard Java compiler
and then converted and linked into a CAP file, standing for converted applet, by a JavaCard
converter [Che00]. This converter performs tasks that would be performed by the Java VM on
standard Java during class-loading time. These tasks include checks for JavaCard language
subset violations and bytecode optimization. CAP files utilize the JAR file format with a
minimum size optimization. They can then be uploaded and installed on a JavaCard as an
applet. A single card is capable of storing multiple applets simultaneously. Every time one
applet is selected for execution, the previously active applet is halted with its state being
stored in persistent memory for later resumption. The individual applets are isolated from
another. The following sections provide an overview over JavaCard specific characteristics.
As of the time of writing, the latest version of JCOS is 3.1. While this version was released
by Oracle in May 2019, no card supporting this version is available yet. Card manufacturers
are only slowly adopting new standards with JCOS 3.0.4, released in August 2011, being the
latest version with cards available.

Javacard VM

On standard PCs, the Java Virtual Machine runs as an operating system process, with all
its applications and their objects being automatically destroyed as soon as the process is
terminated. The JavaCard Virtual Machine (JCVM) works differently in this regard. After
its initialization, the JCVM’s lifetime does not end until the card is destroyed. When power is
removed from the card, the VM execution is paused and resumed as soon as the card receives
power again. This is achieved by storing all heap objects on the persistent EEPROM. The
required memory is permanently reserved for this object and cannot be freed again. As
a result of this architecture, a garbage collector is not present on the JavaCard runtime
environment and all objects need to be reused in each execution cycle. This also means that
non-primitive data types such as arrays must only be created during the installation of an
applet or in its initialization phase. Accessing objects stored on the non volatile EEPROM
is significantly more expensive than accessing objects in RAM. This negative performance
impact can be avoided by explicitly creating non-primitive objects in RAM. In contrast,
primitive data types can be created during the applet execution, as those are exclusively
stored on the card’s RAM.
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2.9.5 JavaCard limitations

As stated in [Subsection 2.9.4] the JavaCard programming language is a subset of standard
Java. Many complex data types and features with higher system requirements are unsup-
ported on JCOS. The larger primitive data types float, double and long are unsupported while
32-bit integer support is only optional. Other unsupported features include multi-dimensional
arrays, strings, threading and cloning. Performance-wise, JCOS offers slower execution speed
when compared to SC operating systems that execute machine code directly. This is a in-
evitable characteristic of interpreted languages when compared to compiled ones like C.
On many SC implementations this does not impact the user experience, as the performed
routines generally do not take a perceivable amount of time. This does however change
when asymmetric cryptographic algorithms need to be performed, especially with longer
keys. Cryptographic coprocessors can counteract this problem but only work with certain
algorithms. Hashing algorithms like the various versions of SHA are only implemented in

software on current SmartCards.

2.9.6 Benefits of SmartCard and JavaCard based XMSS

Implementing XMSS on a SmartCard or JavaCard comes with the problem of slow execution
times and tight memory restrictions. However, using these technologies also offers a number
of benefits compared to alternative hardware.

Security

SmartCards offer a high level of security against both hardware and software based attacks.
Thunstall [Tunl7| lists three categories of attacks:

e Invasive Attacks:
Reuire the SC chip to be removed from the card

e Semi-Invasive Attacks:
Require an exposed surface of the chip

e Non-invasive Attacks:
No physical damage to the SC

On a Hardware level, SCs are protected by physical barriers, scrambled chip design and
hardware-based encryption. Even if an invasive or semi-invasive attack is performed, ex-
tracting useful information still is time consuming and costly. Non-Invasive methods like
side channel attacks in the form of timing, power or electromagnetic analysis are possible in
theory, but are also challenging to perform, even more so if countermeasures are taken on a
software level. SmartCards and JavaCards are also closed systems that do not allow the in-
jection of malicious software, therefore eliminating this security risk that classical computers
are vulnerable to. Some institutions also require certain secrets so be stored on dedicated
hardware modules like SmartCards. By executing operations that require the sk solely on
the SC, it is never exposed to the outside world, maintaining a high level of security.
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Cost

Compared Hardware Security Modules (HSM), that offer a similar level of security, the cost
for a SmartCard based safety anchor is considerably lower. While a powerful HSM offers far
better performance, they come at a cost of multiple thousand dollars. In cases where this
performance advantage is not strictly necessary, SC can be considered as a more economical
alternative.

2.10 Related Work

A number of previous works have researched the problem of generating hash-based signatures
on devices with limited resources. A common issue with the principle of these schemes is the
high computational cost compared to classical signature schemes like RSA or ECDSA.

2.10.1 XMSS with off-card key generation

Rohde et al. [REDT08] were one of the first to implement MSS on a SmartCard. They used
an 8-bit AVR processor, capable of running at 16MHz with an AES capable coprocessor. For
their implementation they limited their tree height to h = 16 and therefore 2'¢ signatures
in order to not exceed the maximum number of guaranteed erase/write cycles of the card’s
EEPROM, as the updated sk is written to this memory with every generated signature.
For tree traversal the BDS algorithm described in was used. In order to speed up the
execution of hash functions they optimized an existing AES implementation that is capable
of running on the coprocessor. They used a Matyas-Meyer-Oseas construction in order to
generate a one-way encryption function. In essence this works similar to a hash function, as
this function accepts an input of arbitrary length and outputs a message digest of a fixed
size. This AES-based one-way function was used in most cases with an output length of
128bit. For cases where a collision resistant hash function is required, they also implemented
a 256 bit hash function using AES. They argue that dedicated hash functions like SHA256
or MD5 are not well suited for MSS, as they operate with large block sizes which are not
optimized for the short inputs and outputs mostly used in MSS. While SHA256 requires
around 54K cycles to generate a 256 bit output from an input of equal size, their functions
only require around 8K and 16K respectively. Using hardware acceleration by running these
AES based functions on the coprocessor, the required clock cycles are further reduced to
under 1K cycles for the main processor. As they argued that on-card key generation was
not computationally feasible, they used a standard PC for key generation. For the hardware
accelerated signature generation they measured times between 300 and 500ms, depending on
the parameters chosen, exceeding the time required for RSA.

2.10.2 Security risks of AES-based hash functions

While these AES based hash functions do perform better than conventional hash functions,
their usage entails security risks that prohibit their usage. Like Biryukov et al. [BK09|
showed, related key attacks on AES are possible. When used as an encryption algorithm,
this has no significant impact on the security of AES. When used as a hash function however,
especially in the context of a hash based signature scheme where a lot of operations are
performed and their value is exposed publicly, the security of AES based hash functions are
not sufficient.
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2.10.3 Forward Secure Signatures on Smart Cards

Huelsing et al.[HBB13| introduced an extension to XMSS called XMSS+. This scheme re-
duces the complexity of key generation from O (n) to O (y/n). XMSS+ builds upon CMSS
[BGDT06|, a predecessor to XMSSM™ that basically works similar to XMSSMT with d = 2.
The bottom layer of trees are used to sign the actual messages while the top layer is used to
sigh the root nodes of the bottom layer. They fully implemented this forward secure scheme
on a SmartCard, including the key pair generation that Rohde et al. sourced out to a PC.
As the BDS algorithm does not always require the full (h — k) /2 updates to perform all
updates required in the respective cycle, the remaining updates are used to precalculate the
next tree required on the bottom layer. They used a SmartCard with a 16-bit CPU running
at 33MHz. Similar to Rhode et al. they also implemented the function families F' and H
based on AES in order to use the card’s cryptographic coprocessor. They tested different
tree sizes of h = 16 and h = 20 with different parameter sets for w and k. Building the initial
tree, including pk and the first authentication path took between 5,6 and 10,5 seconds for
a tree of height A = 16 depending on the parameters used with singing times below 200ms
in all those cases. They showed that signing times of XMSS-+ are similar to XMSS but key
generation is considerably faster, allowing an implementation fully on the SmartCard.

This work followed Christoph Busold’s Master Thesis [BusI2]. He implemented a forward
secure version of XMSS and XMSS+ on SmartCards and put a focus on the memory ma-
nagement of this scheme. As the number of write-cycles to non-volatile memory are limited,
these need to be minimized. He analyzed write cycles for both schemes with the result being
that the number of cycles performed in his implementation does not exceed the card’s limit.
In addition the amount of memory required is small enough to allow moving it to different
memory cells if needed.

2.10.4 XMSS on JavaCards

While the previously presented works used SmartCards programmed either in C or Assembler,
van der Laan et al. [LPR¥18| implemented XMSSMT on JavaCard based SCs in order to
study whether this technology is capable of running hash based signatures. Instead of using
BDS tree traversal they stored all nodes of the currently active tree in memory together with
the next one required on the respective layer. Whenever one tree is consumed, the cached
one is used and a new tree is constructed. Instead of performing all the steps necessary for a
XMSS signature generation in a single computation they split it up into steps, each triggered
by a command APDU. Figure shows these states. After completing the computation of a
phase, the card sends a response APDU holding parts of the signature. After the output of
the last part of the signature, the preparation phase is triggered, where a new WOTS+ pk and
the next authentication path is constructed. This approach has the benefit of allowing the
card to perform more operations on RAM only. Most cards do not have enough RAM to store
the WOTS+ signature yet alone the whole XMSS signature. So either the slow EKPROM
must be used to store this data or partial calculations are performed and the signature is only
fully assembled on the application using the card. Their implementation therefore follows
the latter approach. For their performance measurements they use the parameter set n = 32
bytes and w = 16. For a single WOTS+ signing operation this results in an average runtime
of 33 seconds. For a tree of height h = 20 with d = 4 leaf nodes and therefore 32 signatures
per subtree a complete signing operation with the authentication path already pre-computed
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Figure 2.7: State diagram as shown in [LPRT18|. Dottet arrows indicate APDU communica-
tion. Command APDUs triggering the single state computations are not shown.

takes ~ 54 seconds in the best case. The preparation step takes 85 seconds in the best
case. As this implementation computes a new leaf whenever one is consumed, an additional
WOTS+ computation is performed every 32nd signature when a leaf is consumed on the
second tree layer. Every 256 signatures another additional WOTS+ signature is required on
the next tree level and so on, thus further increasing the runtime. They also devote a large
section of the paper to potential improvements to XMSS. They propose potential ways to
increase the speed of the hash function calls through parallelization. For example instead
of performing len x (w — 1) individual hash function calls, only (w — 1) calls to a function
accepting len blocks of input data could be performed, thus decreasing the cost of passing
through the Java stack. They also discuss different levels of abstraction the applet could
provide, ranging from their approach of triggering individual subroutines up to a high level
of creating whole XMSSMT signatures by a single command APDU.

2.10.5 Post-quantum security on other constrained devices

QuantumRISC E] is an active research project dedicated specifically to bringing post quantum
security systems to constrained devices. A very recent paper by Campos et al. [CKRS20]
compared implementations of XMSS and the Leighton-Micali Hash-Based Signature Scheme
(LMS) [MCF19]. LMS is similar to XMSS, with both using a Merkle tree for the key ma-
nagement and a layered tree structure. They modified the reference implementations of
both schemes in order to speed up the implementation times. Their proposed improvements
include replacing the L-tree compression with a single hash call and discarding the use of
bitmasks in the OTS chaining functions. The resulting scheme they call XMSS SIMPLE is
similar to LMS, which also follows these design choices. Their implementation achieved a
speedup of factor 3.11 in comparison to the reference implementation. LMS is only proven
in the Random Oracle Model [Eatl7], while XMSS is proven to be secure in the standard
model [BDHI1I| under minimum security assumptions [PKI7|. The proof in the standard
model depends on the L-tree structure. As a result the scheme implemented by Campos et
al. does have stronger security assumptions than XMSS, which is undesirable. As this paper

*https://quantumrisc.de/index.html, visited 27th of July
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was published shortly before the date of submission of this work, a comparable approach
could not be implemented.
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3 Methodology and Concept

In the following chapter, the methodology of this work will be described. This includes the
hardware choice, consideration of requirements for the proof of concept implementation and
the deduction of possible use-cases.

3.1 Requirement Analysis

As already mentioned in[Chapter I} the advancement made in the field of quantum computing
require new cryptographic functions. Just like in conventional security systems, different use
cases require different levels of security and just like in some cases secure hardware modules
like SmartCards are required, the same is true for post quantum cryptography. In order to
better understand the requirements a SmartCard based quantum secure signature algorithm
has to fulfill, some use cases that already use card based signing operations where considered.
In essence, every application that requires a SmartCard for authentication or any application
that requires a separate secure hardware token to store keys can be considered as a possible
use-case. Following is a list of cases further examined:

e FE-Mail and Data exchange

VPN Authentication

VPN Gateway Authentication

User Authentication

Online Banking

Each application requires slightly different properties. In some cases the size of signatures is
important while others require the fastest possible runtimes. Also the number of signatures
that can be generated by the scheme has to be sufficiently large. Conventional digital sig-
nature schemes like RSA allow the user to have a single key pair and use it so generate a
practically infinite number of signatures. The same cannot be said about XMSS, as it has
a limited number of signatures by design. As a result, a sufficiently large tree must be sup-
ported by the hardware in order to circumvent this restriction. As to what can be considered
a sufficiently large number depends on the use-case but in general the tree should not run
out of signatures during the lifetime of the scheme, which again is different for each use-case.
In order to have a reference, lifetimes as they are usually defined for key pairs of conventional
signature algorithms are considered. Another important feature is the construction and stor-
age of all keys on card. This is a requirement in some use-cases and is therefore considered
a mandatory feature [EPC20, (GCHWI5|. In general the goal is to minimize any negative
impact introduced by the usage of XMSS instead of conventional signature schemes.
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3.2 Requirements for the implementation

For an implementation to fulfill the above mentioned requirements, a number of things have
to be considered. As already mentioned in [Section 2.10] previous approaches already en-
countered the problem of expensive on-card key generation due to limited processing powers
available on SmartCards. However, on-card key generation without exposing secret keys to
hardware outside the card is required in order to achieve a security level similar to con-
ventional schemes also running solely on SmartCards. As a result, focus should be laid on
optimizing the implementation for minimal runtimes. Another factor to consider is the fact,
that not all SmartCards offer the same memory capabilities. In order for the application
to be applicable in the real world, memory requirements should be minimal in order to be
executable on a wide range of card models. Any memory space left on the card could then
be used for node storage in the way described in In general, the implementation
should be flexible enough to allow easy changes to the configuration. This is not only impor-
tant for testing purposes but also for deployment in a practical environment, as this allows
potential optimizations depending on the use-case.

3.3 Advantages of JavaCard

A non-functional but also important feature the implementation should provide is the ability
to be easily deployable. For an application to be practicable in the real world, it should
not come with major restrictions as far as hardware requirements are concerned. This is an
advantage of the JavaCard system over other SmartCard operating systems as compatibility
of applets is manufacturer independent. As applets are executed inside the JavaCard VM,
almost every card supporting the required version of JCOS is able to run the same CAP file.
The exception to this rule are low-end cards with insufficient memory. This is where the abil-
ity of easily configuring the application mentioned in becomes important. With
lower level programming languages, bigger modifications are necessary for each SC processor
type, thus hindering a potential widespread distribution. Another reason for JavaCard is the
wide range of API functions, especially for cryptographic functions. These allow the pro-
grammer to work on a higher abstraction layer compared to C or Assembler implementation,
therefore accelerating the development process and generally producing more readable code.

3.4 The Hardware choice

In this work a NXP JCOP3 J3H145 JavaCard with a SmartMX2 P60 Controller [MoT19|
is used for testing. This card runs at a maximum of 5MHz and offers 132 KByte of user-
accessible EEPROM and 3,7 KByte of RAM. Its CPU is comparable to other popular cards,
therefore allowing conclusions to the expected real-world performance of the implementation.
With the EEPROM being of a comparably large size for a typical JavaCard, this also allows
the examination of larger XMSS trees than necessary for most use-cases.
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In order to test an implementation of XMSSMT on current JavaCard technology, a version
close to the reference implementation E| was implemented. The developed applet is compiled
for JCOS 3.0.4 and requires 31KByte of storage. All hash functions were implemented
using SHA-256, as it offers adequate performance for a cryptographic hash function and
returns results of 32 byte length, therefore providing a suitable security level. This way, a
comparison to related works where 32 is also a popular choice for the parameter n is also
possible. The usage of a hardware accelerated hash function as used in other SC based XMSS
implementations is not possible for the reasons described in [Subsection 2.10.2l In order to
be able to provide an adequate amount of signatures, XMSSMT is used. As tree traversal the
BDS algorithm described in was chosen due to the advantages mentioned there.
Other versions not utilizing any tree traversal optimization and a single tree variant were
also implemented for testing purposes.

4.1 Development steps

Most of the development was performed inside a simulator environment. To this end, the
official Eclipse plugin provided by Oracle was used. A first implementation only used a
naive way to construct authentication paths, calculating every node once it is required. As
described in this results in a re-evaluation of almost all XMSS nodes, only
omitting the current leaf node and the hash tree root. This can be considered a best-case
memory and worst-case runtime implementation, as no memory is required for storing any
tree nodes with the cost of having to reconstruct almost the entire tree for each signature.
First tests already showed that this implementation is not feasible for real-world usage, as
already a tree of height h = 4, providing 16 possible signatures, required more than a minute
for a single signing operation. In this case, the runtime is approximately doubled for every
height increment. With every increment the number of leaves doubles and therefore the
number of WOTS+ key pairs necessary for the tree construction. The number of nodes that
are constructed also doubles with one additional operation required to construct the root
node on the new top layer. This rough estimation was shown to hold true for different tree
sizes tested and will be further discussed in [Subsection 5.3.3l

In a second phase, the BDS tree traversal algorithm was implemented for the single tree
variant of XMSS. The time/space trade-off provided by BDS through its parameters can be
analyzed this way to find a suitable parameter set for each card depending on the memory
available. Using the parameter k, this implementation also allows to analyze a close to worst
case memory, best case runtime strategy by storing all right tree nodes in memory during
the initial pk construction. While this algorithm already allows faster signature generation,
the time required for the initial signature generation is slightly worse, as nodes need to be
stored in permanent memory while the number of leaf and node evaluations remain equal.

"https://github.com /XMSS/xmss-reference, repository as of 12th of April was used as a reference
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This operation only needs to be performed a single time but this is still a constraint with
larger trees. For a tree of height h = 12, which is able to generate 4096 signatures, this
initialization already takes approximately 24,5 hours. In order to reduce this initial runtime
while also increasing the number of available signatures, XMSSMT was implemented. This
multi-tree variant also uses the BDS algorithm with separate instances for each tree. This
way, trees of height h = 20 and higher can be used, whose pk construction would not be
computationally feasible on a JavaCard with only a single tree.

4.2 JavaCard programming guidelines and best practises

In general there are a number of pitfalls that need to be avoided and programmers are likely
not used to when coming from conventional programming in C/C++ or Java. Those became
apparent when test where performed during the above described development steps. Before
the final implementation is described, this section introduces a number of pitfalls to avoid and
best practices to follow. This allows a better understanding of some design choices followed
in the final implementation. A number of best practices where adopted from a document
provided by ruimtools ﬂ

Reusing objects

As already described in [Subsection 2.9.4] objects allocated on the heap have a lifetime that
begins with the initialization of the card end ends with its destruction. Consequently, only
primitive data types can be allocated inside functions, all other objects, including arrays,
must only be created exactly once. Due to memory limitations, simply creating objects
solely for usage within specific functions is not possible and reusing arrays between different
functions is necessary. Consequently, the programmer has to keep track which data blocks
are used within functions in order to prevent overwriting data that is required later. Another
important factor when it comes efficient usage of the memory is the fact that EEPROM is
managed in 32-byte chunks. Each one of them can only be used by a single object. So for
example if a byte array of 8 bytes would be allocated, the actual memory requirements of
this object amount to 32 bytes. Furthermore, the JCOS VM requires 8 bytes of additional
storage for each primitive type array. So where normally a large number of small arrays
would be used, the allocation of a single memory block and working with offsets is advisable.

Call stack exhaustion

Another thing to avoid is the repeated usage of small functions, as this introduces overhead
through exhaustion of the Java call stack. For example the keyed hash function F' is called
multiple times from within the chaining function. While implementing F' as an individual
method is convenient, this should be avoided and the routine should instead be implemented
directly inside the chaining function. Following this practice does mean that some functions
will be implemented at multiple places inside the code and the size of the executable might
increase slightly, but doing so reduces the overall runtime. Whether this strategy should be
applied depends on the individual case. Testing showed that in some places the overhead
introduced by executing the subroutine as an individual function was negligible. In other

http:/ /www.ruimtools.com/doc.php?doc=jc_ best, website visited 19th of July 2020
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cases, like inside the chaining function, speedups justifying a direct implementation could be
achieved.

Flat class hierarchies

An overhead similar to repeated function calls is introduced by the usage of deep class
hierarchies. With every level of inheritance the cost of method invocation increases. As a
result the deepness of the class hierarchy should be minimized.

JCOS API

An advantage of the JCOS is the wide range of native APIs. These should be used whenever
possible. This is particularly important when operating on arrays. Here the Util framework
E| provides a number of functions that allow fast operations on arrays. The implementation
should also consider a design that allows the usage of the correct version of the functions
provided. For example the hash functions provided by the MessageDigest class E| can be
invocated in different ways. If the input data is distributed over multiple arrays, the update
method has to be called for each one of them, thus requiring additional computation time and
memory. A better way to hash input data is to design the program in a way than input data
is already accumulated in a single array at the time it is hashed. This way a single call of the
doFinal method is possible, avoiding copy operations and additional memory consumption.

4.3 Description of the final implementation

The final implementation used for testing purposes was programmed generally following the
reference implementation. However, a direct conversion of the code written in C to JavaCard
is not possible due to constraints of the JCOS. In order to optimize the implementation
for running efficiently on JavaCards, optimizations described in are applied.
The only class instantiated is the global applet class, thus minimizing the overhead for any
method invocation. Where the reference implementation uses structs, for example to hold
the different BDS instances, the JavaCard implementation uses a single plain byte array in
order to minimize the overall memory consumption as described in Section In order
to reduce the overall runtime, EEPROM accesses need to be prevented wherever possible.
However, working only with the available RAM was not possible, as the storage requirements
exceed the limits of the available memory. This has two reasons. First, some structures, for
example the array holding the final signature exceeds the available RAM alone. Secondly,
the BDS and treehash states need to be stored in persistent memory, thus requiring writing
operations on EEPROM. In order to be able to compare the effect that different parameter
sets have on signing times and sizes, the implementation can easily be modified. A number
of globally defined variables allow the configuration of the tree dimensions as well as the BDS
parameter sets.
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Provided Signing API
Name ID Response Description
INIT PK 0xAA | public key Initialization
SIGN EXT 0xA0 | XMSS sig. Signing + auth. path preparation
SIGN 0xA1l | size of sig. in bytes Signing + auth. path preparation
GET_SIG 0xA2 | 255 bytes sig. fragment | used for signature reteival
SIGN ONLY EXT | 0xA3 | XMSS sig. Signing operation only
SIGN _ONLY 0xA4 | size of sig. in bytes Signing operation only
AUTH_ ONLY 0xAb5 auth. path preparation only

Table 4.1: Signing API provided by the card. None of the functions expect any value in the
fields P1 and P2. The APDUs triggering the signing operations require the 32
byte message in their data field. AUTH ONLY does not expect a response.

command APDU

process —
/ [ ] [ Precomputed authentication path m

message @ @

) . @
WOTSH+ sig. append BDS update

@

— ®
signature @ ]
NS J

response APDU

Figure 4.1: Visualization of a signing operation with authentication path preparation. The
received message is handed over to the signing function ). Here the WOTS+
signature is created @ and the authentication path computed in the precious
round is appended to it @). Before the now complete XMSS signature is returned,
the authentication path for the next round is computed @ and stored im memory
for the next round (§). Then the signing funktion returns the XMSS signature ©.
It is then forwarded to a response function (7), which either returns an APDU
containing the signature or sends its size if extended APDUs are not supported.
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4.3.1 Provided API

User interaction through APDU commands was designed to provide high level functionality
and hiding most complexity from the user. The command APDUs required for using the
card are listed in [Table 4.1 Before a signature can be created, the public key must be
constructed. The INIT PK APDU is therefore sent to the card. The pk is returned by the
card as a response after a successful initialization. In order to create a signature, only a
single APDU holding the data is sent to the card. The general flow of a signing operation is
visualized in The signing operation consists of two major parts, the first one being
the construction of the current signature and the second one being the preparation of the
authentication path for the next round. This design allows a separation of these two steps.
SIGN ONLY or SIGN ONLY EXT command APDUs can be used for faster signature
generation. In this case steps @ and @ of the routine shown in are not executed
and the signature is returned directly after its construction. Before another signature can be
created, the AUTH ONLY APDU must be sent to the card, thus triggering the preparation
of the next authentication path by executing the steps skipped previously. From now on this
approach is referred to as the two-step approach with the usage of the SIGN or SIGN EXT
APDUs being referred to as single-step signing. To increase compatibility with different SC
readers, there are two signing modes. If extended APDUs are supported, SIGN EXT can be
used to initiate a signing operation. The signer then receives an APDU containg the complete
XMSS signature. A second mode for readers not capable of sending and receiving more than
255 bytes of payload is available. In this case, the response APDU holds a number, indicating
the signature size in bytes. It is then up to the application to retrieve the signature in chunks
of 255 bytes by sending the GET SIG APDU for the appropriate number of times, witch
each response APDU containing the next 255 byte fragment. If the signature size is not a
multiple of 255, the last chunk holds only the remaining bytes. The applet expects input
messages of exactly 32 bytes. In most cases it is therefore necessary to apply a hash function
with 256bit output to data that needs to be signed. While it would be possible to transfer
data directly to the card, this creates problems in practice. First the transfer of a larger
amount of data requires more time. Secondly, any input to the applet needs to be hashed
on-card. This operation also requires more time with larger input data, especially in contrast
to the same operation executed beforehand on a regular PC.

In addition to the API specific to XMSS, a number of other functions were implemented.
In order to measure the performance of JC API functions, including copy operations and
hash functions, a method for running those in a loop for a selected number of times was im-
plemented. For the runtime analysis of the subroutines performed during a signing operation,
these can also be executed directly.

4.4 Limitations

The final implementation has a number of shortcoming. Through the requirement of storing
portions of the BDS and trechash states on EEPROM, writing operations during every signing
operation are performed on it. This is problematic as this memory technology only allows
a limited number of total write operations. A minimum number of 10* write operations

3docs.oracle.com /javacard/3.0.5/api/javacard /framework /Util.html, website visited on 19th of July
“https://docs.oracle.com/javacard/3.0.5 /api/javacard /security /MessageDigest.html, site visited 19th of
July
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per cell is an usual specification [BZ08|. Li et al. [LYHII| confirmed that EEPROM cells
start to degrade at his point. The current implementation does not consider this. Possible
approaches to circumvent this problem would be to realign often usd variables inside the
array structures, thus changing their memory addresses. An easier approach could also be
the allocation of additional arrays. After a certain amount of signatures the contents could
be copied over to the fresh array, while the old memory block is no longer used.

While the implementation is able to construct large trees and create correct signatures
for them, the actual amount of signatures that can be created is limited to 2'°. This is
due to the usage of a short value to keep track of the current signature index. Previous
implementations used a pair of short values, one storing the lower 15 bits and one storing
the higher 15 bits, thus being able to represent numbers of up to 23 [LPRT18|. This
approach performs a conversion from the two shorts into a byte array two times per signing
operation. Implementing the same functionality for the scheme presented here would in
theory be possible but was not further considered as the thereby introduced complexity
was not considered worthwhile. The introduced computational overhead should not have a
significant impact on the overall performance. In places where the index is used repeatedly,
like for example as part of addresses used as input for the hash functions, it is beforehand
converted into a 4 byte representation anyway. Usages outside of address bytes are limited
to indexing subtree leaves. Here the limitation of the short data type can be neglected and
a single short value could be used, as only subtrees of height (h/d) = 15 would cause an
overflow. However, using a subtree of this size is not sufficient anyway for reasons described
later in [Subsection 5.3.3l

The implementation does also not offer any form of countermeasure against card tears.
In a real-world environment it must be assumed that users could remove the card during a
signing operation. In case such a card tear happens, the calculations of all BDS and treehash
instances must be finished before the next signature can be issued. It would therefore be
necessary to implement atomic operations in some places in order to make sure that updates
to these instances are performed correctly. As far as performance is concerned, it is to be
expected that implementing these would result in longer runtimes.

4.5 Test and Verification

The communication with the card was performed using the Java Smart Card I/O APIL
The runtime measurements where performed using Java test cases with a timing function
starting immediately before sending the command APDU and ending with the reception
of the response. Signatures where created using the single-step approach. The built-in
System.current TimeMillis() function was used to obtain the respective timestamps, providing
millisecond resolution. Although the resolution of this function depends on the operating
system and can therefore be of a lower granularity, this should not have an negative impact
on the quality of the measurements, as even the lowest times are of lengths of several seconds,
relativizing inaccuracies.

4.5.1 Variations in WOTS+ signing times

The WOTS+ signature calculation could take approximately the same amount of time as a
WOTS+ pk generation. As described in Section the input message is mapped to values
between 0 and (w — 1). If the hash value of the input message, generated by Hysg, would
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now consist entirely of values that get mapped to w — 1, the chaining function would in turn
also be executed w — 1 times on each segment. The same could also happen in a best case
scenario, where every segment gets mapped to 0, thus requiring no chaining function calls.
This fact introduces variations in signature times depending on the input message. While
the output of SHA-256, the function used for the construction of H,,s4, cannot be expected
to output values with a perfectly random distribution [AAK19], measurements showed that
the average runtime of a signing operation was &~ 9.79 seconds. In order to be able to analyze
the signature runtimes solely based on the parameter sets used, this randomness was factored
out for tests. To this end, the same message was used to generate all signatures used for the
evaluations. Random values used for the creation of seeds showed to not have an measurable
impact on runtimes, as they are only used as pseudorandom function input.

4.5.2 Verification

In order to test the correctness of the JavaCard implementation, the signatures produced
by the card were verified against the XMSS reference implementation |E| To this end, a test
program’s output was written into a log file. The first line of this file holds the pk and each
following line a signature. The reference implementation was modified to read it and verify
the signatures against the provided pk. A verification of the correctness was performed for
all parameter sets used for the evaluation, both with the message used for the evaluation
as well as with randomly generated ones. For these random tests, 32 byte arrays where
generated using an online random number generatorﬂ FEach byte array was then packed into
a command APDU, signed multiple times and verified against the reference implementation.

Shttps://github.com/XMSS /xmss-reference, Version at April 12th 2020, https://github.com/XMSS /xmss-
reference/tree/fb7e3f8edce8d412a707f522d597ab3546863202
Shttps://www.random.org/bytes/

39






5 Evaluation

In the following section, the results of the timing measurements will be presented. In the
beginning, the general SC performance for single operations will be shown. After that,
the actual XMSS signature generation times will be discussed. The general communication
overhead, meaning the time required for sending an APDU with 32 byte payload and receiving
a response was measured to be less than 10ms.

5.1 General JavaCard performance

In this section, the general performance of the used JavaCard will be presented. As shown
by Erdmann [Erd04], performance varies between manufacturers and models. The times
presented later in this chapter are therefore, at least to a certain extent, only significant to
the card used in testing. The results for other models should not deviate far from the mea-
sured results, especially as the implementation does not take advantage of specific hardware
modules like cryptographic coprocessors. Nonetheless, this still is a factor to consider. This
is intended to offer a performance baseline for comparison with future work and independent
from the actual XMSS implementation. The chosen functions and their input and output
parameters are the ones most relevant for XMSS. The hash function, in this case SHA-256,
has the biggest impact on the XMSS performance. The array copy functions are also often
used, as they are another building block of the keyed hash functions. The most relevant
input lengths for the hash functions are 2 x N and 3 * IV bytes, in this case 64 and 96 bytes,
as those are the ones used in the functions F' and H. Everything beyond that is only used
once in XMSS, during the initial hashing of the XMSS input data in the function H,,sq,
which should be avoided for a SC based implementation anyway for the reasons mentioned
in An important factor is the type of memory those functions operate on, as RAM is
significantly faster.

The results for SHA-256 are listed in table[5.1l The functions where called 1000 times with
the respective input lengths in bytes. The presented results are the average values of 10 runs.
Input and output arrays do not overlap, although they may do so as testing showed that
this has no performance impact. The hash function was always directly executed using the

SHA-256 bytes
from to 32 64 96 128
RAM RAM 2503 | 4023 | 4117 | 5668
EEPROM | EEPROM | 11225 | 12779 | 12878 | 14435
RAM EEPROM | 2885 | 4438 | 4523 | 6810
EEPROM | RAM 2494 | 4470 | 4149 | 5707

Table 5.1: Runtimes for 1000 iterations of SHA-256 on different input lengths, runtimes in
milliseconds
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from / to | RAM | EEPROM
RAM 3280 8691
EEPROM | 3354 9204

Table 5.2: copy 128bytes, 10.000 iterations, runtimes in milliseconds

MessageDigest.doFinal() method, as performing Message Digest.update() to collect input
data can have a negative performance input and should therefore be avoided if possibleE].
When comparing the performance of SHA-256 when executed solely on RAM and EEPROM
respectively, RAM is faster by a factor between 2,54 for 32 byte input and 4,5 for 128 byte
input. When hashing data from EEPROM to RAM, runtimes are equal to the ones solely
on RAM to within a margin of error. The other way round with hash outputs written to
EEPROM, the cost is significantly higher. For copy operations, 128 bytes where copies 10.000
times from array to array. The results listed in table show that writing to EEPROM has
the highest impact on performance. Reading from EEPROM and writing to RAM is only
slightly slower than operating on RAM directly.

5.2 Splitting the signing and preparation steps

As described in section the API also allows splitting the signature generation and
authentication path preparation. This way signing operations can be performed faster, as the
preparation for the next signature is skipped. This however requires the host application to
schule the preparation step afterwards. This step does not require any input message and can
therefore be executed completely in background. Using this two-step signing approach allows
faster signature generation if only a single signature is required at a time. If however a series of
signatures is requested from the card, no speedup in comparison to the single-step operation
can be achieved, as the next signature can only be computed after the preparation step is
finished. The signature generation alone requires ~ 10.87 seconds on average, depending on
the input message as described in [Subsection 4.5.1] The time required for the construction
of the authentication path depends on the parameters used. The total on-card runtime of
the two-step approach was measured to be <50ms slower compared to executing them in a
single computation.

5.3 Finding appropriate parameter sets

As mentioned in the parameters of the BDS algorithm offer a trade-off between
memory consumption and speedup of signature generation. Additionally, the Winternitz pa-
rameter w offers a trade-off between signature size and time. The following section describes
the impact of these parameters and the way they where chosen.

5.3.1 Winternitz parameter w

The Winternitz parameter w theoretically can be chosen freely but is recommended to be of
size 4 or 16, as these values offer a good trade-off between runtime and signature size. RFC-
8391 |[HBG™18| defines different parameter sets for XMSS with w = 16 and combinations

"https://docs.oracle.com /javacard/3.0.5/api/javacard /security /MessageDigest.html
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Tree Structure h=6 d=2 h=20 d=5
w 4 16 4 16
init time 351491 501520 | 1744764 2464181
average 41791 59745 44032 62256
signature size 8737 4513 21.955 10775

Table 5.3: Impact of w on signature times and sizes; times in milliseconds, sizes in bytes

w=4 w=16
WOTS sign 9792 14468
WOTS pk gen. 12289 25356
L-tree construction 6174 3210
XMSS leaf gen. 19186 28874

Table 5.4: Impact of w on subroutines, runtimes in milliseconds

of values for n, h and hash functions. Parameter sets for values w # 16 are not officially
defined and support must therefore be implemented explicitly. While XMSS implementations
running on more powerful devices may prefer smaller signatures over a speedup, the biggest
restraining factor for a JavaCard based version is the long runtime. The results presented in
table 5.3 show the impact of the parameter w for different tree sizes.

By using w = 4, the cost of WOTS+ key generation and the signing operation is reduced.
The impact can be better seen when comparing the runtimes of the individual subroutines.
shows runtimes for the relevant functions. Especially the time required to compute
a WOTS+ pk using the chaining function is reduced significantly. Consequently, also the time
required for the WOTS+ signing operation is reduced. The hash tree itself is not affected
by this parameter, as the L-trees compress the WOTS+ keys to n bytes regardless of their
length. Due to the increased length of the WOTS+ pk, this compression takes longer for
w = 4. However, this is more than compensated for by the faster chaining function runtime
as can be seen in the XMSS leaf generation time in the last row. In conclusion, for purely
JavaCard based implementation of XMSS, w = 4 is the better choice as signature sizes are
less of a critical factor than signature generation times. There might be cases where the
signature time can be hidden from a user, but in most cases a faster runtime if favorable.

5.3.2 Impact of parameter k

The BDS parameter k is used to control the number of top layers, where right child nodes are
stored during signature generation, providing a speedup with the cost of additional memory
consumption. This parameter can be set accordingly to the specifications of the card. For
XMSSMT | the memory requirements for this parameters are moderate, as even storing all
right nodes of all currently active trees only requires d (2(h/ d) _ 2) x n bytes of memory.
For a multi-tree of height 20, with d = 5 subtrees of (h/d) = 4 height, this results in a
memory cost of 2240 bytes in EEPROM. The actual memory consumption varies between
different tree configurations, but if possible the parameter k should be set as k = h. To
illustrate this, shows the runtimes of the first 76 signatures of an XMSSMT tree of
height 20 with subtrees of height 4. For the value of k = 4 the average, best- and worst-case
runtimes exceed those of lower values for k. The spikes in signatures 16 and 48 of the £k =0
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Figure 5.1: Signing times for different parameters & in the first 70 signatures of an XMSSMT
tree of height h = 20 with d = 5 subtrees

Tree Structure | h—6 d=2 h=20 d=5
k 0 | 4 0 | 4

average 47.68 41.79 | 85.24 43.69
best-case 10.04 10.02 | 63.09 31.12
worst-case 74.88 64.02 | 96.80 63.26

Table 5.5: Impact of k on signature times, runtimes in seconds

graph are due to the switch of the active tree on the lowest layer. For the other graphs
the cost of this switch is masked by the higher number of required WOTS+ pk per signing
operation. As mentioned in on average (h — k + 1)/2 leaf nodes are computed with
every signature. The fact that not every signing operation requires the same amount of leaf
node computation becomes obvious in the graphs. For every second signature an additional
leaf node is computed, resulting in those signatures requiring around 19 seconds longer on
average, the same amount of time required for the construction of an XMSS leaf as presented

in [Table 5.4

5.3.3 Subtree height and number

A factor when it comes to multi-tree XMSS is the ratio between the tree height and the
number of subtrees.
without remainder. For trees of larger height h this leaves a number of options. For example
for a tree of height h = 20 a valid option for d is any divisor of h and therefore any member
of the set D =1,2,4,5,10,20. Setting d = 1 is basically XMSS without subtrees. A value of
d = 20 is possible in theory, although it does not really make sense. In this case every tree
node is considered to be a tree of height 1 with its own BDS instance, resulting in additional
memory and runtime overhead in comparison to d = 1 without any benefits. The ratio
between subtree height and the number of subtrees is another trade-off. If the same overall
tree height is maintained, a higher value of d also increases the signature size as additional
OTS signatures are included for every subtree. Decreasing d results in smaller signatures but

The number of subtrees d needs to be chosen so that is divides h
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Figure 5.2: Comparison of three different ratios between subtree height and number. All
trees are of height h = 12. Subfigure (d) with indicators for runtimes introduced

by the respective subtree layer.
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requires more memory for node storage, especially with larger values for k and also increases
the time required for tree construction. Lower values of d also come with the benefit of
less frequent tree switches due to the increased number of leaves of every subtree. For all
the measurements in this section, the parameters w = 4 and k = h/d are chosen, as those
provided the fastest runtimes.

Full tree evaluation

In order to see the impact of d, a tree of size h = 12 was studied further. A valid value for d is
in this case a member of the set D = 1,2, 3,4, 6,12. The measurements were performed only
using the subset 3,4,6 as the other values are not viable with d = 1 requiring a non viable
initialization time as mentioned in and values beyond d = 6 requiring frequent
tree switches due to a small subtree size. While a tree of height h = 12 offers only 4096
signatures and is therefore too small for most real-world use-cases, the impact of the ratio
between d and the subtree height still becomes evident. In addition, the relatively small
number of signatures allowed a complete run-through of this tree. The creation of all 4096
signatures took between & 49 hours in the d = 2 case to = 52 hours for the parameter d = 4.
With the signature count doubling with every height increment, fully evaluating even larger
trees was not considered worthwhile as the observation also becomes clear in in a tree of
height h = 12. shows the signature times for the tested values of d for a tree
of height h = 12. Clearly visible are the worst-case runtimes caused by a switch to a new
right tree with ~ 74sec and = 70sec for d = 4 and d = 3 respectively. Another interesting
observation is the fact, that the size of the tree that needs to be switched only has a minor
impact on runtimes. The important factor for run times is the number of trees, as each one
has its own BDS instance which in turn require WOTS+ pk computations as described in
[Subsection 2.8.2] These sum up for some signatures, thus requiring multiple pk operations
for a single signature generation. The results of d = 2 again show an improvement to the
average runtime as once again one subtree-layer less is handled. This again comes with a
cost of more memory consumption and longer initialization time. An interesting note here
is that signature 4056 was measured with a runtime of 98.12 second. Whether this was
down to a problem within the PC/SC interface, a hardware problem on the card or a bug
in the implementation could not be determined and was not encountered during any other
measurement.

Subtree height conclusion

Whether the benefits of longer initialization times and higher memory requirements outweigh
the cost depends on the use-case and hardware resources. Large subtrees quickly become too
expensive. Table shows estimated initialization times for different ratios between subtree
height and the number of subtrees. Values not measured during evaluation where inter-
/extrapolated. Further testing showed that the resulting estimations where well under 10%
deviation. This also shows that initialization times of subtrees increase approximately linear
in their height. The same is true when increasing the total tree height h by another subtree
of height h/d, whereby the total tree construction time can be estimated by the time required
for the construction of a single subtree times d.

In conclusion a lower number of subtrees results in better worst-case signing times and
should therefore be preferred if the memory specifications of the card allow so and longer

46



5.4 Test of larger trees

Number of Subtrees
2 3 4 5 6
h/d | 2 2:15 3:23 4:30 5:38 6:45
3 4:30 6:45 9:00 | 11:15 | 13:30
4 | 11:36 | 17:24 | 23:12 | 29:08 | 34:48
5 | 23:48 | 35:42 | 46:08 | 59:30 | 71:24
6 | 46:48 | 70:12 | 93:36 | 117:00 | 140:24
7| 93:36 | 140:24 | 187:12 | 234:00 | 280:48
8 | 187:12 | 280:48 | 374:24 | 468:00 | 561:36

Table 5.6: Estimated initialization times for different tree sizes and subtree height/number
ratios in minutes:seconds. These values are only estimates based on measurements.
Inter- /Extrapolation was performed for values not directly measured. For tree sizes
of up to h = 20 these values held true with a deviation of < 10% for all performed
measurements

initialization can be accepted.

5.4 Test of larger trees

In order to get an understanding of the real-world capabilities of the implementation, tree
structures capable of generating a number of signatures high enough for real-world applica-
bility are now evaluated. To this end, trees of height h = 20 and h = 24 where chosen, thus
allowing 220 = 1.048.576 and 224 = 16.777.216 signatures in total. Whether these sizes are
sufficient for actual usage will be discussed in Following from the results gathered
in the previous section, the trees where constructed with the following parameters:

e h=20,h =26

o w=4
o d—=4
° k:h/d

This time exhausting the whole trees was not possible due to the significantly larger amount
of signatures. For the tree of height h = 20 again 4096 signatures where created. For the
tree of height h = 6 a total of 4322 signatures where calculated. The additional signing
operations for h = 24 where performed in order to see whether the signature times change
after the first tree switch at signature 4095. As no deviation from the previous ones was
found, the test was stopped after signature 4322. Again the signatures where tree switches
where performed can clearly be seen for both cases in every 1024 signatures and
during the preparation for the 4096th round for h24 in Note that these are not
the worst case times to be expected in these schemes, as only trees on the second layer have
been switched. Worst case times are to be expected every 2 s 2(@=1*h/(d) gignatures with
the first one occurring at signature 2(@—1*/(d) _ 1 At this round, the preparation of the
authentication path for the next signature requires an BDS update on every subtree level.
shows a comparison of the signature times of three different trees with each one
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Figure 5.3: Signature generation times for trees of size h = 20 and h = 24, both with d = 4
subtrees. Subfigure shows a comparison to the tree with parameter h = 12

d = 4 from Figure

consisting of d = 4 subtrees. Here the observation made in Section that the size of
the subtree only has a minor impact on the performance, is further confirmed. This allows
the estimation that the worst-case signing time of the trees of height h = 20 and h = 24 is
roughly the same as the one measured for h = 12 at 75.40 seconds. Note that this is only
an estimation. In a real-world application there might be factors that influence the actual
performance like degradation of the EEPROM or the CPU over time. The total memory
requirement for storing the BDS states of the tree of height A~ = 24 amount to 16,5 KB. All
in all the memory consumption of the applet running the tree of height h = 24 is 1,51 KB
RAM and 50,53 KB EEPROM.

5.5 Conclusion of the Evaluation

In this section the different parameters influencing the signature times and sizes where com-
pared. The parameter sets considered to be best suited for real-world usage where then used
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on larger trees in The results show that single signatures can be created in ~ 11
seconds. This is however only possible if an authentication path is already prepared on the
card. If a series of signatures is required or no authentication path was prepared when a
signature is requested, the signing operation takes ~ 44 seconds on average. The results
also show that the cost of using larger trees is only an increased storage requirement with
signature times not being affected.

Limits of further optimizations

The implementation presented here can likely be optimized in several places. However,
some subroutines, especially the WOTS+ chaining function, requires a large amount of hash
function calls by design, independent of the implementation. For example, consider the
parameter set chosen in is used. In this case a single WOTS+ pk generation
requires 1197 calls to the hash function, each time with 3 * n byte input. This calculation is
not only necessary at least every second signing round but must also be considered a worst
case runtime for a signing operation as discussed in [Subsection 4.5.1] Executing this number
of hash function calls requires ~ 4.84 seconds on the card. For the authentication path
computation further signatures are required for the L-tree construction and the BDS update,
writing operations to the EEPROM are necessary in order to store the next authentication
path and numerous other subroutines must be performed. This allows the conclusion that
even if a perfectly optimized implementation existed, signature times would still be several
seconds long.
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Following from the findings presented in the previous chapter, an actual usability in the
current state is unlikely, as runtimes far exceed those of classical digital signature schemes
like RSA or ECDSA. However, the currently achievable runtimes could suffice in a number
of cases. In the following chapter possible use-cases will be discussed.

6.1 Criteria for use-case analysis

In order to find possible use-cases for XMSS running on JavaCards, its limitations have to
be taken into consideration.

6.1.1 Number of possible signatures

XMSS is a stateful scheme with a fixed number of signatures. When it is used as a signature
scheme, this fact has to be taken into account as different use-cases require different numbers
of signatures over a certain timespan. Requirements range from having to create ~ 40
signatures per day when solely used for signing e—mails[ﬂto potentially thousands of signatures
per second when used by a TLS server. By choosing the right tree size, the total number of
possible signatures can be adjusted. However, this is only possible to a certain degree and
especially limited when a SmartCard is being used.

6.1.2 Signature Size

Conventional signature schemes like RSA and (EC)DSA in most cases have signature sizes
of less than 2048 bit [Smal. Although hash based signatures introduce larger signatures, for
some use-cases this might not be a limiting factor. With typical sizes of a single email in
the range of 1,5 kbyte [OW14] to several Megabytes when data is attached, users and e-mail
providers are accustomed to handling those data sizes. In other cases like when used in a
VPN context, the increased signature size introduces new challenges. If for example VPN
based on TLS is used, the standard only defines signatures with sizes of up to 4096 bytes
[RDOS§|. Signatures of larger size increase the cost of the authentication process.

6.1.3 Runtime

Another factor is the signature generation time. Conventional signature schemes like RSA
require less than 10 ms per signing operation of a hash output [BC13|, therefore minimizing
negative impact on the user experience. As the results presented in show, this is a
factor to consider for XMSS running on JavaCards. Depending on the use-case, long runtimes
can not only be annoying for the user but also critical for actual viability. For example if a

"https://info.templafy.com /blog/how-many-emails-are-sent-every-day-top-email-statistics-your-business-
needs-to-know, Website visited on 11th of July 2020
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signature for an e-mail is created, there is no strict runtime limit from a technical perspective.
If the scheme is however used for authentication in a TLS handshake, timeouts can occur E|

6.1.4 Security

SmartCards offer a number of security anchors as outlined in [Subsection 2.9.6] For this
reason they are used in conjunction with conventional signature schemes in many cases.
Some companies or institutions require long time keys to be stored on hardware [EPC20] or
require two-factor authentication where a SmartCard can be used [GCHW15|. The security
provided by the JavaCard infrastructure also applies to the implemented scheme as no sk is
exposed to the host computer and signatures are generated isolated on the card. Use-cases
where SmartCards are already used are therefore also possible applications for JavaCard
based XMSS as no security decline is to be expected.

6.1.5 Usability

In contrast to the aforementioned properties, usability is a less technical but also important
factor to consider. Security should not be implemented with the cost of decreased usability,
as this hinders the spread of security systems and even encourages users to circumvent them
[IBKS13|. The usage of a SmartCard and XMSS should therefore not have a negative impact
on the user experience. Factors here are the requirement of specific hardware and software
together with their interaction. Conn [Con95| describes the concept of time tolerance win-
dows. These are the amount of time a user is willing to wait until he or she decides that
a task will likely not complete. Fiona Nah [Nah04] analyzed the tolerance of users in the
context of loading websites, coming to the conclusion that a majority of people are only
willing to wait for ~ two seconds. Lallemand et al.[LG12] focused on user’s satisfaction when
working with systems that impose wait times. They came to the conclusion that a previously
constituted waiting time of 10 seconds [Nie93] is a threshold where users rated the waiting
time disproportionate in relation to the result. Following from these results a wait time that
is perceivable but less than 10 seconds is considered suboptimal but in a reasonable range.
Anything over this time is consequently considered too long.

6.2 E-mail signing

The digital signing of E-Mails is an important countermeasure against phishing attacks,
business email compromise and spoofing. Digital signatures allow the recipient to ensure the
authenticity and integrity of the message, thus counteracting these threats. The most widely
used standards for email signing are S/MIME [TRI0] and PGP|FDC™07|. Early versions
of PGP used RSA with the factorization problem as its basis while newer versions use the
Elgamal algorithm that relies on the hardness of the DLP. S/MIME uses DSA for signing,
which also relies on the DLP. As a result, none of these standards are secure against Shor’s
algorithm, given a sufficiently large QC existed.

2https://openvpn.net /faq/tls-error-tls-key-negotiation-failed-to-occur-within-60-seconds-check-your-
network-connectivity /, Website visited 14th of July 2020
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6.2 E-mail signing

6.2.1 Current state

In a recent study Braun et al. [BO19] analyzed the usage of PGP by conducting a survey with
3727 participants. One of the questions asked was the reason why former users gave up on
using PGP for e-mail encryption and signing. With 72.4 percent, the most common answer
was that they had no communication partner that also used encryption. This shows the lack of
dissemination of cryptographic systems in use when it comes to e-mail communication. Ruoti
et al. [RAHT16| researched the usability of secure e-mail communication. Their experiments
showed that users prefer simple plug-in implementations. Increased complexity and hurdles
in day-to-day usage are factors that reduce the desire for people to use cryptographic systems,
even though they are interested in secure communication. This shows that usability is an
important factor when wide spread acceptance of cryptographic schemes is desired.

6.2.2 Requirement Definition

In general, a novel signature scheme should not introduce drawbacks that were not present in
established schemes as this would hinder wide-spread acceptance. For this reason, the already
established schemes, S/MIME and PGP and the signature schemes they are based on are
used as a reference. The following functional requirements will be defined and compared
against the capabilities provided by the JavaCard based implementation.

Number of signatures

In order to find a number of signatures that XMSS must be able to provide, a realistic
number of signatures generated by a RSA or DSA key pair must be found. For PGP, Google
Payments states that an RSA private key should have a lifetime of no longer than two years El
This is however defined with respect to a payment application and following Murphy’s Law,
users can be expected to define an infinite lifetime. This means that in a worst-case scenario,
the scheme is expected to be able to generate signatures over timespan that is practically
not limited. Besides time, the second factor influencing the required number of signatures
is the quantity of requests to be expected. The average number of e-mails written from a
business account per day is 40 El The study does not state whether only working days are
counted into this statistic, but even when considering a 7-day week, the signatures that could
be created by a tree of height h = 20 would suffice for ~ 72. Note that this is a very rough
estimation, with data based on the years 2014 - 2018. Since no deviating data was found, 40
emails per day will for now be considered an average requirement. This means that with a
tree of this size the number of possible signatures should be sufficient for the working life of
an average user. For this reason no negative impact on usability is to be expected.

Signature Size

As already stated in Section [6.1.2] signature sizes for XMSS are considerably larger than the
ones users are used to from schemes like RSA and (EC)DSA. The actual size of the signature
depends on the tree size and the parameters used. A tree of height h = 26 with a parameter
set of d = 4 subtrees and w = 4 produces signature sizes of =~ 17,4KB. With a lower number

3https://developers.google.com /standard-payments /reference/best-practices, visited 13th of July 2020
“https:/ /info.templafy.com /blog/how-many-emails-are-sent-every-day-top-email-statistics-your-business-
needs-to-know, visited on 11th of July 2020
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Figure 6.1: Client based signing: The message is transferred to the SmartCard and the gen-
erated Signature is returned

of subtrees this size can be further reduced. In comparison to e-mail attachments this is a
relatively small amount of data.

Runtime

While not being a limiting factor from a technical perspective, signing times do affect the
usability of the scheme in the real world. With respect to the goal of not negatively impacting
the usability, the operation should not be perceivable by the user but at least within the time
tolerance window defined in Section [6.1.5]

6.2.3 Client vs. Server based signing

When creating digital signatures for e-mails in general, there are two approaches. Client
based signing, where a digital signature is created directly on the user’s computer, and
server based signing, where signatures are issued by a key- or mail server. Both come with
different hardware and software requirements and offer different kinds of advantages and
disadvantages. Neither of the approaches is limited to a specific signature scheme or hardware
to be used.

6.2.4 Client based signing

For this use-case consider a person that works in a company that requires hardware based
signature generation and decided to introduce quantum secure signatures. The user works
on a laptop either from inside the company’s office or from home. It is further assumed that
the I'T department handled the installation of all required software and the distribution of
the public key. In the following section, the requirements and the arising benefits will be
discussed. visualizes the client based signing approach.
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6.2 E-mail signing

Hardware Requirements

As the signatures are directly created by the user, he or she must be in possession of a
SmartCard. Consequently, also a card reader is required, either built into the laptop or
connected via USB.

Software Implementation

For a software implementation there are several possible approaches. While a stand alone
program that is used to generate a signature independently from the used mail program is
possible, an easier approach would be the usage of a plugin. From a software perspective the
communication with the SmartCard could be handled by an extension to an existing e-mail
client. This also follows results presented by Ruoti et al. [RAHT16|, that this approach is
preferred by users. When the user presses the send button, the plugin generates a hash value
of the e-mail, transforms it into an APDU and sends it to the SmartCard over the PC/SC
interface. After the signing operation is finished, the signature is received by the plug-in
nested inside the response APDU, gets extracted and then automatically attached to the
message. Then the actual e-mail transmission is started by the client. If two-step signing is
used, the plugin must also trigger the preparation of the next authentication path.

Required user interactions

Compared to sending an e-mail without a signature, this approach requires the user to
perform some additional steps. First of all, the SmartCard needs to be inserted into the
reader. If the SmartCard is protected by a PIN, the user is then required to enter the key.

Security properties

As the SmartCard is directly accessed from the user’s computer, the message is not trans-
ferred over a potentially insecure network before the signature is created. As a result, the
communication security solely relies on the security provided by the PC/SC interface. As the
writer of the e-mail uses an individual SmartCard with a specific pk, a recipient can verify
the authenticity down to the single user, thus creating an end-to-end scheme. Note that this
is not strictly required for being a countermeasure against common attacks like phishing,
spoofing and business e-mail compromise, as authentication down to the company level is
adequate. However in combination with a trusted instance this allows this scheme to fulfill
the property of non-repudiation down to this person [OLZ0S].

Requirement fulfillment and usability aspect

As discussed in Section neither the number of signatures nor the signature size should
be limiting factors when this scheme is used by a single person. If signatures are created
with the two-step approach, signing times are less than a second longer than the requirements
defined in Section This fast signing time is only possible if the preparation of the next
authentication path is finished before the next signature is required. If the preparation step
is triggered immediately after the signature generation is finished, this time amounts to ~ 34
seconds on average. Whether users frequently send e-mails in such a high frequency is to
be doubted. Reliable data on this subject could not be found. It can however be assumed
that users send an addendum to their previous message or send the message again to another
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Figure 6.2: Key-server signing: The client sends a message to a key-server. The SmartCard
attached to the server calculates a signature, which is then transferred back to
the client

assignee they initially forgot in such a time frame. For this case, the additional time must be
taken into account. In any case, the times required for signature generation are longer than
defined in Section [6.2.2] and perceivable by the user.

An option to counteract this problem would be to hide the email transfer simply by per-
forming the signing task in background and starting the transmission after completion. This
is possible as no active user interaction is required after the send button has been pressed.
However, for real-world usage this is problematic in a case where the user wants to send an e-
mail shortly before shutting down the computer. In this case either the shutdown procedure
needs to be postponed until the signing operation is complete or the transmission will be
completed with the next startup. Both cases are such major limitations that they preclude
use in a real-world environment.

A benefit of this client based approach is the ability to generate signatures without requiring
an active internet connection. The user could compose messages while in the field, sign them
using the SmartCard and queue the e-mail for sending until a network connection is re-
established.

6.2.5 Server based signing

For the use case where signatures are created by a server, there are two possible approaches.
One approach the usage of a key server, where the message is transferred to the key server,
gets signed there and a signature is returned. Then the message with the attached signature
is sent to the mail server by the signing computer. visualizes the workflow of this
approach. With the other approach, the server itself forwards the message after attaching
the signature as visualized in In both cases a Domain key [KCHII] or group

signature scheme [MNFT12| can be implemented. In the now proposed use case consider
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Figure 6.3: Mail server signing: The client sends a message to a mail server. The SmartCard
attached to the server calculates a signature, which is attached to the e-mail and
forwarded directly

company A with a self-hosted mail server running POSTFIX El A new customer, company
B, demands the usage of quantum secure signatures for all e-mails that A’s employees send to
B. B also requires A to store keys on a secure hardware module. Budget restrictions prohibit
the acquisition of a HSM and providing every employee that might has to communicate
with B with an individual SmartCard is also considered to costly. Company A therefore
chooses to implement a server based signature scheme with signing operations performed on
a SmartCard connected to their mail server.

Hardware Requirements

From the company’s perspective the required hardware is minimal with a SmartCard and
reader connected to their mail server. From an employee point of view no additional hardware
is required.

Software Requirements

From an employees perspective no special software is required, as outgoing emails can be
transmitted to their company’s mail server like before the introduction of XMSS. The com-
plexity of this scheme lies within the software side of the mail server. Here the communication
with the SmartCard is handled by the server’s software. For many e-mail agents, including
POSTFIX, similar schemes using classical signature algorithms already exis‘lﬂ This way a
plug-in could be installed that handles the signing process. E-Mails addressed to company B
can be signed by calculating their hash value, sending it to the SmartCard and attaching the
signature encapsulated in the response APDU to the message before sending it to the des-
tination server. Whether only e-mails addressed to specific addresses or all outgoing traffic

Shttps://de.postfix.org
Shttps://kofler.info/dkim-konfiguration-fuer-postfix/, visited 13th of July
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should be signed could be adjusted in the plug-in configuration.

Required user interactions

As again all the complexity of the signing operation is handled by the mail server, no addi-
tional user interaction is required in this case.

Security properties

By not having individual signature per user but a common public key for a group of people,
authentication of the sender is only possible down to a company or group level. A end-to-
end signature scheme like it is possible with client based signing is not achieved using the
proposed scheme. This still is adequate for acting as a countermeasure for common attacks
like phishing and spoofing. Access to the server and consequently the signing operation is
restricted to a group of people. A potential security risk compared to client based signing
is introduced by the transmission between the user and company A’s mail server. Here a
different signature scheme needs to be present to ensure the integrity of the message when it
arrives at the server.

Fulfillment of the functional requirements

Whether the number of signatures a single Card is able to provide is enough in this use-case
depends on the number of users and the amount of e-mails written by them. In a worst-case
scenario the company decides that all outgoing messages should be signed using this scheme.
When again considering a single employee writes 40 signatures per day and and a key should
have a life cycle of 2 years, a tree of height h = 24 offers enough signatures for approximately

224 /40 signatures
2 % 260 working days

~ 806 employees

While this might seem like a large number, the constraining factor here is not the amount
of signatures but the time required to compute them. Even when considering a full day of
24 hours, the card is only able to compute =~ 1964 signatures in this time, which is in turn
only sufficient for =~ 49 employees. Even if e-mail transmission is not required to complete
immediately, the thereby introduced delays are not acceptable from a practical perspective.
Estimating an actual maximum number of employees per card based on the signing times
is hard, as it is likely that e-mails are not sent perfectly distributed over a working day. A
more realistic estimation must therefore be significantly lower than 49 employees.

A way to increase the number of signatures the scheme is able to create in a certain time
is the usage of multiple cards in as single server. The server could then distribute incoming
requests to those cards, thus enabling parallel signing operation. This way also the number
of signatures the scheme is able to create increases. This does however mean that more than
one pk is used and all of them need to be distributed. A verifier then needs to check if one
of these match their calculated pk. A different approach only requiring one global pk will be
discussed later.

The signature size of messages as seen by the recipients is equal to the one described in
the client based signing approach, while senders do not have to attach and transmit any
signature bytes. Negative impact on the usability is therefore minimized when using this
approach.
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6.2.6 Key-server based signing

Like briefly mentioned in the beginning of [Subsection 6.2.5 a sort of middle-ground between
strictly client and server based approach is the usage of a key server. By using this approach
users are also not required to possess a SmartCard. A client side plugin similar to the one
discussed in [Subsection 6.2.4] could be used to communicate with a key-server instead of a
SmartCard. The plug-in transmits the e-mail to the key server and receives a signature that
was calculated by a SmartCard connected to the key-server. The signature is then attached
to the e-mail and sent outwards by the client. This approach again requires the client to wait
for the signing operation to finish. As far as signature times are concerned, this approach
is especially problematic as the worst traits of client and server based signing are combined
here. The signature generation time cannot be hidden from the user, as the mail is sent by
the client computer and the mail program therefore has to wait for the signature generation
to finish. Furthermore the number of users per card must again be considered the same
way as discussed for the server based approach. From a security perspective the key-server
approach is similar to server based signing with the exception of a improvement concerning
the message integrity. As the signature is sent back to the e-mail client plugin, the XMSS
signature can be verified against the original message before sending. Therefore the integrity
of the message transmission between the client and the key-server is also ensured by the
XMSS signature on a quantum-secure level.

6.2.7 Conclusion for the e-mail use-case

The time required for signature generation is the main restraining factor when it comes to
the real-world practicability of JavaCard based XMSS in the e-mail use-case. This applies for
the client and the two server based approaches. In comparison to signing times of established
schemes like S/MIME;, a significant speedup is necessary in order to provide the same level
of usability. Especially for client and key-server based signing, a runtime of no more than
10 seconds, preferably under 2 seconds is required. If those times would be achievable, the
proposed systems would offer adequate performance for real-world usage. The number of
signatures and their sizes are within the requirements and the server based approaches offer
scalability through the usage of multiple cards.

6.3 Authentication during VPN key negotiation

With an increasing number of people working from home, establishing a secure connection
to the internal network of their employer is often required. Virtual Private Networks enable
this task by providing a secure tunnel over an insecure network. Digital Signatures are an
important building block of this system, as they are commonly used for authentication in
this context.

The exact requirements depend on the VPN protocol used. For example, OpenVPNIZ] uses
Transport Layer Security|[RDO08| while some security products like genuscreenlﬂ are based
IPsec [FK11]. A paper by Butin et al. [BWBI17| already implemented XMSS into TLS 1.2
for OpenSSL and analyzed real-world constraints. However, they did not analyze the VPN
case but focused on HTTP over TLS (HTTPS). They argue that in this case, larger certificate

"https://openvpn.net /faq/why-openvpn-uses-tls/
Shttps://www.genua.de/loesungen /firewall-vpn-appliance-genuscreen.html
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sizes are not a constraining factor as the average website in 2017 was already 2 megabytesﬂ
For the following analysis, the focus will be laid on IPsec when used for a VPN.

6.3.1 Digital signatures in IPsec authentication

IPsec uses Internet Key Exchange Version 2 (IKEv2) [KHNT14] for key exchange and manage-
ment. This protocol handles both the key exchange for symmetric encryption and authenti-
cation through digital signatures over an insecure network. It also manages the negotiation
of the cryptographic schemes and agreement of key sizes used for them.

6.3.2 IKEv2 handshake

In IKEv2, the connection is established in two steps. The first step initializes the communi-
cation and exchanges key material for a Diffie-Hellman key exchange. In the second step the
communication partner authenticate themselves to each other. The following section gives a
short description of this process.

Initialization

The communication is initiated by one communication partner (initiator) who sends an
IKE SA INIT UDP packet to another partner (responder). This first packet contains pro-
posed security associations (SA) in the form of proposed message authentication algorithms,
pseudorandom functions for key generation, encryption algorithm and a Diffie-Hellman group
information. The responder answers to this packet by sending the accepted SAs. As both
messages also include a key for a Diffie-Hellman key exchange, this allows the construction
of a shared secret. This way the subsequent packages can be transmitted symmetrically
encrypted.

Authentication

The next set of exchanged packets is where the communication partners authenticate each
other. The Initiator sends a frame called IKE AUTH with a corresponding frame answered
by the responder. These frames are used to authenticate the previous messages, exchange
certificates and establish a so-called Child SA, the actual SA used for the encrypted data
transmission. This second pair of exchanged messages is the part where classical signature
schemes are used to authenticate the communication parties.

Optional Reauthentication

These two steps are performed again when a reauthentication is initiated by the Initiator in
order to generate a new set of SAs with new symmetric keys for encryption. In contrast to
IKEv1, where a reauthentication is required every time the session keys are updated, IKEv2
supports rekeying without interrupting the connection. Simple rekeying does not require the
partner to authenticate themselves again.

https://httparchive.org/reports/page-weight, visited 27th of July
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6.3.3 Requirements for a signature scheme in IKEv2

In order to be usable for IKEv2 authentication and consequently a VPN use-case, a set
of requirements need to be fulfilled. For each of both communication partners a signature
is required for the establishment of the connection by the IKEv2 handshake. In addition
another authentication operation is performed whenever a reauthentication is performed. As
IKEv2 allows rekeying without reauthentication, a digital signature is not always required
if new Child SAs are negotiated. However, ensuring that the communication partners are
still able to provide the required credentials is an important security factor. Otherwise the
connection could be kept alive, even if a certificate is expired or one partner is no longer in
possession of a required SmartCard [StS].

Number of Signatures

For both communication partners a signature is required for the establishment of the con-
nection and for reauthentication, as in both cases a full IKEv2 handshake is performed. The
StrongSwan default configuration is set to a rekey and reauthentication frequency of 4 hours
[StS], while Cisco Meraki and Oracles VPN services based on IPsec have a default lifetime
of 8 hours for their IKEv2 SAs [cis| [Oral9).

Signature Size

The official specifications [KHN™ 14| require every IKEv2 implementation to be able to handle
messages of lengths up to 1280 octets. This is a limit introduced by the IPv6 MTU. However,
IKEv2 allows the IKE AUTH packet to be fragmented into multiple UDP frames|[Smy14].
This feature can only be used if both communication partners support it. The initiator
suggests message fragmentation in the IKE INIT packet and the responder has to agree
to its usage. If both parties support it, no maximum IKE AUTH package size is defined.
Otherwise the packets should not succeed a size of 1280 octets.

Signature time

The IKEv2 RFC [KHN™ 14| does not state recommended timeout values, however it suggests
that messages should be retransmitted at least a dozen times over a period of at least several
minutes before a connection is terminated. Finding a definitive limit the signing operation is
allowed to take is therefore not possible as it differs between actual implementations and is
chosen based on the specific use-case or practical experience. A critical factor when it comes
to the signature generation time is the way a reauthentication is performed. There are two
ways, Break-before-make, the default case in StrongSwan, and Make-before-break. When the
former way is used, the SA is first deleted and then the connection is reestablished, resulting
in an interruption of the connection. Make-before-break does not introduce an interruption,
as it first negotiates a new SA before replacing the old one with the new one. However, this
is only possible if both communication partners are capable of handling overlapping SAs. For
a complete evaluation both cases need to be considered.

Hardware and Software requirements

For hardware based authentication both communication partners naturally require the re-
spective hardware, in the considered context a SmartCard with a reader. From a software
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perspective the IPsec and IKEv2 implementations require support for the authentication
method, in the context of this work XMSS, as they have to be able to agree to this scheme
during the initial SA and Child SA negotiations.

6.3.4 Description and analysis of the use-case

For a real-world use-case, consider the situation where a company allows its employees to work
from home. In order to access the internal network, a secure connection must be established
to the remote computers, where a VPN solution based on StrongSwan is chosen. Users are
required to perform a two factor authentication. Besides their password, users authenticate
themselves with an individual SmartCard. For secure signature generation on the side of
the company, a SmartCard is also used for signing operations in the VPN gateway. This
gateway is the common entry point for all VPN connections, thus managing all connections
to the remote computers. Since the company is a pioneer in security technology, they want
the authentication process to be quantum secure. For this reason XMSS is deployed on all
SmartCards.

Requirement fulfillment

As outlined in Section the signature size should not exceed 1280 bytes unless message
fragmentation is supported. This size is already exceeded by a single WOTS+ signature
alone, regardless of which of the recommended Winternitz parameters is used. Message frag-
mentation must therefore be supported by the IKEv2 implementation in order to work with
XMSS. As far as the number of signatures is concerned, the highest default reauthentication
frequency of any VPN service found was 4 hours in case of StrongSwan. Considering a work
day of 8 - 10 hours, this would amount to only one initial authentication and two reauthen-
tications. This is a significantly lower number than the one discussed in the e-mail use case,
where the number of possible signatures was shown to be sufficiently high. On the gateway
side the number of authentications necessary depends on the number of users. When further
considering the number of 4 authentications per user and day and a certificate with a lifetime
of 10 years like it is the default for OpenVPN serverﬂ, the number of employees that could
use a single card holding 22° signatures could be used for

224 /4 signatures
10 * 260working days

~~ 1613 employees

Just like in[Subsection 6.2.5] not the number of signatures but the time required to calculate
them is the restraining factor. For the gateway side, the runtimes of signing operations are a
major problem. It has to be assumed that connection requests are not perfectly distributed
over a working day as the majority of the employees are likely to establish a connection when
they begin to work in the morning. However, a card is only able to issue a signature every ~ 44
seconds with the proposed parameters. If connection requests occur in a higher frequency,
this would result in a queue building up, resulting in waiting times or even timeouts. For each
user connecting during a signing operation, the time required to finish the queue increases by
another 45 seconds. Estimating a maximum number of users per SmartCard is again hardly
possible. Parallelizing authentication operations could again be achieved by using multiple
cards.

https:/ /openvpn.net/faq/why-are-vpn-certificates-valid-for-10-years/
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6.4 Summary

Whether signature times must be considered a critical factor for the remote communication
partner depends on the VPN configuration. In the proposed use-case the company has
the option to use Make-before-break when negotiating new Child SAs. In this case the
connection does not suffer from interruptions prolonged by the time the SmartCard requires
for signature generation. Following from the long timeout tolerances of the IKEv2 protocol
mentioned in Section [6.3.3] even worst-case signing times as described in Section [5.4] are short
enough to prevent a connection termination. Should Break-before-make be required by one
of the communication partners, the signing times are a more critical factor as they introduce
interruptions of the communication.

From a usability perspective the runtime becomes even more problematic due to the fact,
that a connection is only established after two signing operations. Even if authentication
paths are precomputed and no queue is present on the gateway, this introduces a waiting
time of at least two times ~ 11 seconds, thereby far exceeding the time tolerance window
defined in Section Using a SmartCard for signature generation on the gateway side is
therefore not practicable. A limited practicability for JavaCard based XMSS on the client
side can only be achieved if the authentication on the gateway is performed on more powerful
hardware.

6.3.5 Conclusion for the VPN use-case

The exact requirements and therefore practicability of JavaCard based XMSS depends on
the VPN’s configuration with the most important factors being the support for message
fragmentation and the method of reauthentication. When full control over the configuration
of both communication partners is given, the scheme would technically be applicable for
authentication from the perspective of a single user. From a usability perspective the same
cannot be said, as the signing time again exceeds the time tolerance window defined in Section
0.1.5

For usage within a gateway, the runtimes also become a problem from a functional per-
spective. In order to be applicable in this context, the scheme has to be able to allow
the establishment of connections within the time tolerance window even if all users connect
simultaneously. However, this is not achievable at the moment.

6.4 Summary

Following from the results presented in this chapter, the following section is intended to give
an overview over the gathered results. gives a visual overview of the results pre-
sented in the previous section. The common most restraining factor among all use-cases is
the long runtime. This is especially problematic when signatures are required in a higher
frequency than the = 44 seconds the implementation requires on average per signature gen-
eration. Optimizing the implementation to an extent, where signature times are no longer a
limiting factor is not likely as discussed in In the end the performance required
for fast execution of XMSS is not available on currently available JavaCards.

As far as the number of signatures and the signature size are concerned, the scheme is
already able to fulfill most requirements. The number of signatures is estimated to be suffi-
ciently large for the analyzed use-cases. The problem in the VPN use-cases concerning the
limited compatibility if one communication partner does not support message fragmentation
is not limited to a JavaCard based implementation but to XMSS in general. This is likely not
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Number Runtime Size Usability | Overall
Implemented 224 11/45 seconds 17,8KB
E-mail | Requirements | 40 per user & day <10 sec

Client based
Server based
Key-Server

VPN Requirements | 4-5 per user & day <10 sec <1280 bytes
Client side
Gateway side

Table 6.1: Visualization of the evaluation criteria and the estimated practicability. Green
indicates a fulfillment of the requirement, yellow a limited an red an insufficient
result. The overall result presented in the furthest right column is defined as the
worst result in any single requirement of the specific use-case

the only case where the transition from conventional cryptographic schemes to post quan-
tum ones requires adjustments in protocols and software. A quantum secure key exchange
protocol called Intermediate Exchange [Smy20] also requires key fragmentation.

The usability of the scheme is influenced by multiple factors. This rating is intended to
indicate the extent to which the user experience is negatively affected. As this is not a func-
tional requirement and multiple factors influence the overall usability of the implementation
in every use-case, a definitive statement is hard to make in some cases. Some runtimes can
possibly be hidden from the user, as it is the case in server-based e-mail signing. Although the
signing time in this case is considered insufficient, the overall usability was assessed at least
limited. The reason behind this is the fact that here no additional interaction or hardware is
required on the user’s end. In addition the runtime can be hidden to a greater extend than
it is possible in the key-server or client based approach. The longer signing times expected
in comparison to client based signing is therefore considered to have less impact on the user
experience. In the other cases the signing times are harder to hide, thus impacting the user
experience more directly. Therefore the usability is more limited here and was therefore
classified as insufficient.

The overall result gives an estimation on the general practicability of the implemented
scheme. Here the functional requirements as well as the non-functional categories have to be
considered. For a real-world applicability all of the single requirements need to be fulfilled.
Therefore the result here is defined as the worst result in any single requirement of the specific
use-case. All in all the cases where a single card per user is deployed are at least viable to a
limited degree. In the other cases the achieved runtimes where simply not fast enough.
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7.1 Conclusion

The technical advancements in the field of quantum computing come at a cost. The results
presented in this thesis show this first hand. The introduced computational effort neces-
sary for creating XMSS signatures is significantly higher compared to conventional signature
schemes like RSA or DSA. While technically capable of issuing XMSS Signatures, the hard-
ware is not well suited for the task. The time required to create a single signature is longer
than acceptable for most use-cases and achieving runtimes that are short enough is likely not
possible on currently available JavaCards.

The increased computational cost is not the only challenge introduced by a transition to
post-quantum cryptography with adjustments also necessary outside the signature schemes
themselves. The increased signature sizes require design changes to protocols and in software.
An example for this is the IKEv2 key exchange. While conventional schemes do not strictly
require the support of message fragmentation, this feature is necessary when XMSS is used.

The XMSSMT scheme implemented and analyzed in this thesis showed to be of limited
practicability for real world usage. While usage within a multi-user environment cannot be
considered viable, for a single client the scheme could be applicable. If only single signing
operations are required, the scheme is able to issue signatures in ~ 11 seconds. This is
made possible by decoupling a majority of the total computational effort into a task that
can be prepared in the background. During the actual signing operation only the minimal
required subroutines must be performed. Also the number of signatures has proven not to
be a limiting factor. Even with the limited memory available on card, trees of a sufficient
size can be constructed. Furthermore, the overall tree size showed to have minimal impact
on the overall and worst-case signing times.

Running XMSSMT on JavaCards is an approach that has received little attention so far.
The only other work dedicated to this problem by Laan et al. |[LPRT18| achieved signing
times significantly slower than the ones presented in this work. It should however be noted
that a direct comparison between the two approaches is not possible due to the differences in
Hardware. The problem they encountered regarding the worst case signing times whenever
new subtrees are computed car however be mitigated in the implementation presented in this
thesis through the usage of the BDS tree traversal algorithm.

7.2 Future Work

For real-world usage, a number of improvements would need to be made. The following
section is intended to provide some ideas for solving these problems and presents topics for
future research.
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Figure 7.1: Subtree Signing

7.2.1 Distributed XMSS leaf computation

In the current implementation the times required for the authentication path preparation
deviate by almost 20 seconds from round to round. In cases where a subtree is exhausted, the
deviation increases additionally. This problem is due to the unbalanced distribution of XMSS
leaf node computation as discussed in Section A possible improvement here would be
to distribute XMSS leaf node computation over two rounds. The first round calculates half
of the WOTS+ pk, the next round finishes the key and constructs the L-tree. This way more
balanced signing times could be achieved. This would however require additional storage for
the partially constructed sk and pk.

Subtree signing

As already mentioned in [subsection 6.2.5 a problem arising through the usage of multiple
cards in a server scenario is the increasing number of public keys. A possible approach to
both speed up the signature generation runtime as well as the number of possible signatures
is establishing a scheme using layers of XMSS schemes. This construct consists of one or more
individual XMSS schemes, each with its own pk. Those pk are then signed by another XMSS
scheme, thus creating a scheme similar to regular XMSSMT but distributed over separate
instances. Such a scheme was introduced by McGrew et al. [MKET16|, who suggested an
hybrid approach consisting of a stateless scheme on the top layer that is used to sign the
pks of stateful signature schemes which in turn are used for the actual signing operations.

Figure 7.1 shows a visualization of such a scheme.
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Using multiple cards

One example for an implementation of such a scheme would be the usage of multiple cards. In
this case, consider the server holds z > 1 cards with an initialized XMSS tree. The pk of one of
those cards, from now on referred to as the parent card, is now considered the global pk. This
parent card is then used to sign the roots of the child cards, thereby creating a full XMSSMT
signature for every one of those cards. The task of the child cards is performing the actual
signing operations requested by the users. They also create standard XMSSMT signatures
but do not return them immediately. Instead the before mentioned signature created by the
parent card for this child is attached to this signature. This way two authentication paths
are combined into one. Note here that the height A of the XMSSMT trees does only have to
be equal between the child cards. The tree of the parent card can be of any size as long as the
subtree height is equal to the ones of the child cards. While this approach does not speed up
the runtime of a signature generation on a single card, this scheme allows the usage of many
cards in parallel, thus enabling a distribution of signing operations in a multi-user scenario.
This way also the number of signatures that can be created is increased. By combining the
authentication paths of parent and child card, the effective tree height is the sum of their
individual heights. On the negative side this also increases the signature size. Consequently,
the height of the XMSS instances on the cards could also potentially be decreased, thus
allowing faster initialization times and lower memory requirements. For example in a case
where 220 signatures are required, XMSS trees of only height h = 10 on both the parent
card as well as all the children would be sufficient to create the same number of signatures.
However, as this would also require 2'0 child cards, a smaller parent tree and larger child
trees would be a more sensible choice. Furthermore, a smaller tree on the parent card results
in a smaller signature that needs to be stored on the child card.

Using softHSM in combination with a SmartCard

The described scheme is not restricted to the use on SmartCards. As an alternative approach
the scheme could also be realized using Soft HSM EL a software based implementation of a
Hardware Security Module, in place of solely using SmartCards on the child level. The
global pk is still generated on the parent card. The XMSS schemes on the child level are
however executed inside the SoftHSM environment, thus allowing faster signing operations
as the performance of the host computer running the system can be used for signature
generation. A consequence of this approach is a reduced security level, as the sks on the
child level are no longer stored on a secure hardware module but inside software. If a child
tree got compromised, a partial key revocation would need to be performed. This means that
the compromised scheme’s authentication on the parent tree gets declared invalid, therefore
ensuring that new signatures of this child are no longer valid. As a result an updated version
of the global pk would need to be distributed, containing the whole old pk and additionally
a list of blacklisted authentication paths. This approach may seem impractical, as this not
only requires a redistribution of the pk but also increases its size significantly, but the benefit
here is, that the schemes on the child level remain their validity. Whether this approach is
viable from a practical perspective could be a topic for future research.

"https: //www.opendnssec.org/softhsm/
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Nomenclature

pk

sk
APDU
API
BDS
DSA
ECDSA
EEPROM
HSM
IKEv2
1P
IPsec
JCOS
MTU
OTS
PQC
QC
RAM
ROM
RSA

SC

soft HSM
UDP

VM

public key
secret key
Application Protocol Data Unit

Application Programming Interface

tree traversal algorithm by Buchmann, Dahmen and Schneider

Dignital Signature Algorithm
Elliptic-Curve Digital Signature Algorithm
Electrically Erasable Read-Only Memory
Hardware Security Module

Internet Key Exchange Version 2

Internet Protocol

Internet Protocol security

JavaCard Operating System

Maximum Transmission Unit

One-time signature

Post-quantum cryptography

Quantum Computer

Random Access Memory

Read-Only Memory

Cryptographic algorithm by Rivest, Shamir and Adleman
SmartCard

Software based Hardware Security Module
User Datagram Protocol

Virtual Machine
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VPN
WOTS+
XMSS

XMSSMT
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Virtual Private Network
Winternitz one-time signature scheme
eXtended Merkle signature scheme

multi-tree eXtended Merkle signature scheme
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