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IP-Header Other IP-Headers ESP-Header Daten











Server

* optionale Nachricht, muß nicht notwendigerweise gesendet werden

Client

ClientHello

Daten

Certificate*

ClientKeyExchange

CertificateVerify*

ChangeCipherSpec

Finished

CertificateRequest*

ServerHelloDone

ChangeCipherSpec
Finished

Daten

ServerKeyExchange*

ServerHello

Certificate*





Client Server

ClientHello

ChangeCipherSpec
Finished

ServerHello

Daten Daten

ChangeCipherSpec

Finished













connect

SSH_MSG_KEXDE_HOSTKEY

<public_host_key><public_server_key>

SSH_MSG_KEXDE_SESSIONKEY

SSH-Client SSH-Server

SSH-<protocolmajor->-<protocolminorversion><comment>

SSH-<protocolmajor->-<protocolminorversion><comment>

SSH_MSG_KEXINIT

SSH_MSG_KEXINIT

{{<shared secret>}}

SSH_MSG_NEWKEYS

SSH_MSG_NEWKEYS

{Nachricht} 

<variable> Variablenbezeichnung

| oder:   bei alternativen
Nachrichten

Port 22

22

22









{SSH_MSG_USERAUTH_REQUEST}

<user><service>"none"

SSH-Client SSH-Server

{SSH_MSG_USERAUTH_SUCCESS | _FAILURE}

privilegierter Port



SSH-Client SSH-Server

{SSH_MSG_USERAUTH_REQUEST}

<user><service>"hostbased"<public-key-algorithm>
<public-host-key><host-name><client-user-name>

<signature>

{SSH_MSG_USERAUTH_SUCCESS | _FAILURE}





{SSH_MSG_USERAUTH_PK_OK | _FAILURE}

{SSH_MSG_USERAUTH_PK_OK | _FAILURE}

SSH-Server

{SSH_MSG_USERAUTH_REQUEST}

<user><service>"publickeytest"<public-key-algorithm>
<public-key>

{SSH_MSG_USERAUTH_REQUEST}

<user><service>"publickey"<public-key-algorithm>
<public-key><signature>

SSH-Client

SSH-Client SSH-Server

{SSH_MSG_USERAUTH_REQUEST}

<user><service>"password"<password>

{SSH_MSG_USERAUTH_SUCCESS | _FAILURE}







~/.Xauthority

schreibt

liest

~/.Xauthority

Rechner A

SSH-Client

Rechner B

schreibt

~/.Xauthority

~/.Xauthority

liest

SSH-Server

fake X-
Client

MIT-MAGIC-
COOKIE

X-Server
Anwendung

X-Client

fake MIT-
MAGIC-COOKIE

fake X-
Server























Message Transfer
       Agent

User

User Agent

Message Transfer
       Agent

User

User Agent

MTA





























bank

TACACS+
bzw.

RADIUS
Server

Dial-In
Server

(NAS)

(TAC, Client)

Daten-



























fi22tf3

NT Server 4.0

led
AIX 4.1

ISDN

Router
Cisco

fi22tf4

NT Server 4.0

ISDN

ISDN

160.50.48.0

160.50.x.x

NT Workstation 4.0

Laptop

fi22tf1
AIX 4.1



























































weitere
Runden

sieben

X1

Z3(1)

C 2

eine
Runde

Ausgabetransformation
Z3(9) Z4(9)Z2(9)Z1(9)

1 C C 4C 3

Z6(1)

Z5(1)

Z4(1)Z2(1)Z1(1)

X2
X3 X4

16 Bit KlartextblockXi XOR

Runde r

Zi(r) Multiplikation modulo 2

16 Bit GeheimtextblockC i Addition modulo 2
16

16
+1






















































