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When people interact with each other, they implicitly make use of context in-
formation while intuitively deducing and interpreting their actual situation. Com-
pared to humans, IT infrastructures cannot easily take advantage of context infor-
mation in interactions. Typically, context information has to be provided explic-
itly.

Recently, cellular network operators have been showing interest in offering
Context-Aware Services (CAS) in the future. For a service to be context-aware
it must be able to use context information in order to adapt its behavior or the
content it provides. Examples of CASs are restaurant finders, tour guides and
dating services. These services will depend on the availability of context infor-
mation which must be provided at the right time, in the right quality, and at the
right place. The quality of this context information is neither identical to Quality
of Service (QoS), nor to the quality of the underlying hardware components, i.e.,
Quality of Device (QoD). Rather, the precision, probability of correctness, trust-
worthiness, resolution, and up-to-dateness of context information form a new set
of quality parameters which we callQuality of Context (QoC).

In this paper, we will discuss what QoC is, what its most important parame-
ters are and how QoC relates to QoS and QoD. These three notions of quality are
unequal, but not unrelated. Based on several examples we will show the interde-
pendence between them. We will argue that QoC as a new notion of quality is
necessary to allow for the provisioning of CASs in an interorganizational manner.

1 Introduction

12 years after Mark Weiser’s first formulation of the ubiquitous computing paradigm [Wei91]
the world is still very different from the world Weiser envisioned. He dreamt of an om-
nipresent information technology (IT) infrastructure pervading everybody’s everyday life sup-
porting people in performing virtually any task in such an unobtrusive manner that the IT
infrastructure does not attract any attention, but only the functionality it provides. He foresaw
a complete fusion of the IT world with the real world. User interfaces would be integrated
into artefacts, i.e., objects of everyday’s life like chairs, ovens and refrigerators, in a very nat-
ural way. Computers would control functions of appliances, e.g., would lower sliding shutters
when it gets too bright in a room. To perform its task the IT infrastructure relies on thousands

1



of sensors providing it with data like the temperature and brightness in rooms, the heartbeat-
rate or facial expression of users, the capabilities of the user’s equipment and so forth.

To formulate it in a short way: Mark Weiser envisioned a plethora of Context-Aware Ser-
vices (CASs) making people’s lives easier, using implicit input to determine the context in
which something happens or is performed and being so well integrated into real-life objects
that they can hardly be noticed by the user. A service is considered to be context-aware if it
uses context information to adapt its behavior or the content it provides. According to [Dey00]
context information”is any information that can be used to characterize the situation of an en-
tity. An entity is a person, place, or object that is considered relevant to the interaction between
a user and an application, including the user and application themselves.”Context information
has a quality. Two pieces of context information that refer to the same entity, that are of the
same type and were taken at the same time can differ in terms of their precision, probability
of correctness, trust-worthiness etc. For example, a temperature in a room can be sensed with
two different thermometers, one measuring 17 degrees Celsius with a precision of 2 degrees
and the other providing a value of 18.2 with a precision of 0.5 degrees. It is obvious that the
latter piece of context information is better than the former. We refer to this type of quality as
”Quality of Context” (QoC).

Many research prototypes of CASs have been proposed and built [WSA+95, LKAA96,
CTB+95, CD00, BMK+00]. But almost all of them had two things in common: They spanned
only one administrative domain and had a small scale. Most of them were restricted to a single
room or building. An example for a prototype with a rather wide coverage is a tourist guide
deployed in the city of Lancaster [CDMF00]. With regard to the commercial state of the art,
operators of cellular networks already offer nation-wide Location-Based Services (LBS) like
very simple restaurant finders. But these applications take the location of users as a single
input. Other types of context information are not considered. Therefore, these very simple
LBSs do not belong to the class of CASs we consider here.

Problems that arise when CASs1 are provided in an interorganizational manner have neither
been addressed by the research community nor the mobile network operators, yet. We believe
that in the future organizations will specialize on subtasks needed to provide CASs. This leads
to the question how the interaction between the partners can be organized.

In Virtual Private Networks, for example, Service Level Agreements (SLAs) are negotiated
between interacting partners to specify what functionality costs how much, when it is provi-
sioned with a defined quality. QoS-parameters, fees and penalties for violating service guar-
antees are determined and agreed upon. We are convinced that in the area of context-aware
computing these classical SLAs are not sufficient to allow for efficient co-operation between
interacting partners, since there is currently no way to specify the required QoC. Therefore,
we argue that current SLAs need to be augmented with additional QoC agreements whenever
CASs come into play.

The remainder of this paper is structured as follows: section 2 introduces two application
scenarios to illustrate what CASs could look like that might be offered via cellular networks
soon. In section 3 we will propose a role model for CASs and a value chain of CAS provision-
ing in order to describe which role executes which tasks. In Section 4 a definition of QoC will
be given and its most important parameters will be discussed. We will address the differences
and the interdependence between QoC, QoS and QoD. An explanation why the new quality
notion QoC is needed will follow in section 5. Section 6 presents related work before we
conclude in Section 7.

1With CASs we will mean in the following services that take more context information into account than just
location. Otherwise we will use the term Location-Based Services (LBS).
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2 Application Scenarios

To illustrate how a CAS might work and to lay a foundation for our following discussion of
QoC we will outline two out of a plethora of conceivable future services offered by service
providers based on cellular networks: A ”dating service” and a ”restaurant finder”.

A ”dating service” allows customers to form a virtual community. Customers that subscribe
to the service render their personal profile to the service provider, specifying their hobbies,
interests, likes and dislikes, and give permission to be informed about events that might interest
them. These profiles are kept in a database. A person wishing to get in contact with like-
minded people can post events via the dating service. For example, a person on a business trip
in Munich can announce that he would like to watch a certain movie in a specified cinema in
Munich at 8 p.m. on next Friday. The dating service retrieves from its database persons that,
based on their profile, might be interested in joining this business man. Having generated a
list of candidates, the service provider asks a context provider which persons out of the list
will be in Munich on the specified day. The context provider determines from the candidates’
entries in their personal calendars and their current position where they will probably be on
next Friday. With this information the context provider can generate a shorter, more accurate
list of persons that might have an interest in the posted event. This list is given back to the
dating service that informs the candidates via SMS or other means about the newly announced
event. Based on this notification, the informed community members can get in direct contact
with the person that generated the event, negotiating details like when and where exactly to
meet etc. In this scenario, profiles, entries in calendars and location information are used as
low-level context information to derive a list of persons that are interested in an event. This
list can be considered to be high-level context information.

Another example is a ”restaurant finder”. Participating persons must register with the
”restaurant finder” specifying their personal preferences including price preferences, special
likes and dislikes for national kitchens, importance of the vicinity of restaurants etc. When
the subscriber is in an unknown area and feels hungry, he simply uses his handheld to inform
the restaurant finder that he would like to eat now. This service locates him and determines
which means of transportation are at his disposal and what the current traffic situation is like.
From this information the service derives where restaurants must lie to be of interest for the
requesting person. The restaurant finder retrieves suitable restaurants from a database and
filters or sorts the list of restaurants according to the user’s preferences, taking also into ac-
count the time of day and the weather situation. Thus, in the morning bakeries and cafes are
preferred over restaurants and on lovely summer days restaurants providing outdoor seats are
assigned to a higher rank. This ordered list is given to the user providing maps and directions
to the restaurants if needed. In this service example, user preferences, location information,
information about available transportation means, about the current traffic situation, time, and
weather situation are used as context information.

3 Role Model for CASs

CASs, like the ones described in the preceding section, will probably be provided in an interor-
ganizational manner, since the generation of context information, e.g., the current weather
situation, does not belong to the service providers’ core business. Unfortunately, interorga-
nizational aspects of context provisioning as such have not been covered so far by research
activities, though there are related areas like Service Management. In order to investigate
the interorganizational aspects, especially from the point of view of QoC, we propose a role
model for CASs like it is depicted in figure 1. In this model, an actor denotes an individual,
organization, department, or enterprise, which offers services to other actors, which consumes
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services from other actors, or which does both of them. From a technical point of view, each
actor autonomously operates and controls its own technical domain, consisting for example, of
a number of devices, e.g., sensors, and a network infrastructure interconnecting these devices.
An actor may adopt one or several roles. A role represents a certain field of activity of an actor
and comprises a well-defined set of tasks an actor adopting this role has to fulfill. Relation-
ships between roles reflect technical co-ordinations, such as protocols, interfaces, agreements
concerning the pricing and quality of a particular service, and mechanisms for observing the
fulfillment of these agreements.

Figure 1: Role Model for Context Aware Services

The central role of our model is the CAS provider, which creates and deploys CASs and
offers and sells them to a CAS customer. The CAS customer interacts with the CAS provider
in order to negotiate the terms of CAS usage on behalf of one or several CAS users. The CAS
provider obtains context information for service adaptation from a context provider, which is
usually the operator of context sources. For example, a context provider may be the operator
of a cellular network, which tracks a CAS user and delivers that user’s current location to the
CAS provider. In some cases, the roles of context provider and CAS user may be adopted by
the same actor. For example, consider a user’s mobile device which is equipped with sensors
delivering context information for a CAS requested by that user [KFSB03].

For many CASs it would be desirable that a CAS user has access to context information
which is related to another actor. From a security point of view, this is a very sensitive matter,
because an actor must always have control about accessing and processing of her context by
other actors. It is therefore inevitable to establish the role of a context owner, which represents
the entity the context information is about. This context owner must be able to specify access
restrictions regarding her context.

CAS providers and context providers will interact to cooperatively provide CASs. To be
able to describe which role does what, we need to introduce the value chain of CAS provision-
ing:

Context sensing: During the context sensing phase all relevant information necessary for
determining an object’s actual situation is sensed. For example, an object’s location
may be sensed by a GPS receiver, which is integrated in her mobile device. If some
information in the above scenario is stored in a database, maintained, for example, by a
professional city map service, then context sensing would comprise the initial registra-
tion of the object’s coordinates and their updates when the object relocates. The range
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of possible context sources is usually very heterogeneous and comprises any kind of
sensors (physical ones and logical ones like databases).

Context refinement: Context refinement deals with the question of how to generate a con-
crete context information from attributes that are offered by available context sources.
For example, distances could be directly sensed by distance meters. However, today’s
distance meters are incapable of determining the distance between two objects if there
is no line of sight between them. During context refinement, the distance would there-
fore be calculated from two geographical coordinates and, as the user is presumably not
interested in the line-of-sight distance, under consideration of a city map stored some-
where. Context refinement is a multi-step phase. In every step, previously sensed data
or already derived context information is taken, and refinement techniques like com-
bination, deduction, filtering, or inter- and extrapolation are applied to derive context
information with a certain quality.

Context dissemination: After the refinement phase, context information is delivered to
CASs for further usage (push-mode) or to central points at which it is stored for later
retrieval (pull-mode), a phase we call context dissemination.

Context usage: Finally, the disseminated context information is used by the CAS to modify
its behavior or to adapt the content it provides.

The first three steps are performed by the role context provider. We call this process ”con-
text provisioning”. Nevertheless, CAS providers may also use context information to produce
higher-level context information that they need. In the ”dating service” example, the CAS
provider derived from the description of the posted event and the database filled with personal
profiles a list of candidates that might be interested in joining the business man watching a
movie. This list can be considered to be high-level context information. Thus, the role model
does not prescribe in what way a CAS provider has to use context information. However, the
role of a CAS provider in our concept never operates its own sensors and it never provides
context information to other CASs. This means that, if an organization owns sensors or pro-
vides context information to other partners, one of the roles it adopts is the role of a context
provider.

4 QoC: What it is

Context information possesses a quality that we call Quality of Context (QoC). In this section,
QoC will be defined and the most important QoC-parameters will be outlined. Afterwards, we
will draw the line between QoC, QoS and QoD and will examine the interdependence between
these three notions of quality.

Quality of Context (QoC) isany information that describes the quality of information that
is used as context information. Thus, QoC refers to information and not to the process nor the
hardware component that possibly provide the information.

Our experience shows that the most important QoC-parameters are the following:

1. Precision: Precision describes how exactly the provided context information mirrors
the reality. Precision is specified with bounds. A GPS-receiver, for example, allows
for a precision of about 4 meters, while positioning users via a cellular network like
GSM reaches precisions of up to 500 meters in urban areas. Nevertheless, GSM cannot
guarantee to provide positioning information with this precision, since the precision is
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highly dependent on the density of base stations in the respective area. Precision might
be specified on the same scale like the context information or a percentage could be
used.

2. Probability of Correctness:This parameter denotes the probability that a piece of con-
text information is correct. Consider an organization owning a sensor network of tem-
perature sensors. These sensors might fail and start providing wrong data, e.g., measur-
ing 10 degrees Celsius, while the correct value is 20 degrees Celsius. With the parame-
ter ”Probability of Correctness” the original source of the context information estimates
how often context information that it provides will be unintentionally wrong because of
internal problems.

3. Trust-worthiness:Trust-worthiness also describes how likely it is that the provided in-
formation is correct. In comparison to the probability of correctness, however, trust-
worthiness is used by the context provider to rate the quality of the actor from which
the context provider originally received the context information. For example, context
provider A sends the information that the account balance of a specified person is 100
USD to context provider B. A states that this information has a probability of correct-
ness of 100%. Nevertheless, in the past B often received incorrect information from A.
Thus, context provider B forwards this information to its customers with the remark that
the source of the information is rather untrustworthy.

4. Resolution: Resolution denotes the granularity of information. Consider a context
provider announcing that the temperature in a certain room is 17 degrees Celsius. While
this is on average true, there is a hot toaster in one of the room’s corners. But the context
provider is incapable of offering information at a finer granularity due to the restricted
number of thermometers.

5. Up-to-dateness:Up-to-dateness describes the age of context information. In general,
up-to-dateness will be specified by adding a time-stamp to context information. Thus,
a clock synchronization between the context source and the context sink is needed.
Very often, it would be more interesting to know how well a formerly provided context
information still accurately describes the actual situation. This can either be determined
by requesting the current context information or by installing an event-service at the
context source, reliably updating the context information if the current context value
significantly differs from the formerly provided context information.

There may be much more QoC-parameters than the ones presented here. Some QoC-
parameters may even be unique to certain types of context information. Nevertheless, based
on our experience and a review of the related literature we believe that precision, probability
of correctness, trust-worthiness, resolution, and up-to-dateness are the most important QoC-
parameters.

After having discussed some crucial QoC-parameters, we want to point out what the differ-
ences are between QoC, QoS and QoD and how these notions of quality are interdependent.
While QoC describes the quality of information, QoS refers to the quality of a service. QoC
is not equal to QoS, since context information can exist without services. Consider a per-
son knowing that Alice is not married because somebody told him a couple of months ago.
Depending on its usage, this piece of information might become context information. The in-
formation has an age. Alice might have married in the meantime. And the information might
have been incorrect in the first place. Thus, even without any services context information
has a quality. Very often CASs cache context information that they received from context
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providers. When they use the information again, it is not provided by a service. Nevertheless,
it possesses a quality.

QoS is any information that describes how well a service performs. Services run on under-
lying hardware components. These devices also possess a quality, called Quality of Device
(QoD). QoD is any information about a device’s technical properties and capabilities. QoD
restricts the QoS and/or QoC a service using the device can reach. A GSM network, for ex-
ample, can locate end-devices. This can be done by using the cell ID of the base station to
which a mobile phone is currently connected or by triangulation.2 Choosing one or the other
method influences how quickly an end-device can be located (QoS) and how precise the loca-
tion information will be (QoC). The distance between the base stations (QoD), however, is a
factor that limits the reachable precision of the position information (QoC). Thus, QoC, QoS,
and QoD are unequal. Nevertheless, they influence each other. There are two possibilities in
which one notion of quality can affect another one [Dre02]:

1. bottom-up-approach:Impacts via the bottom-up-approach are indicated in figure 2
through arrows that point upwards. In this direction one quality has a direct technical
influence on another. Like already mentioned, the distance between GSM base stations
(QoD), for example, affects the precision of location information (QoC) that can be
generated by the GSM network. In the bottom-up-approach a layer influences all layers
above it, i.e., QoD influences QoS and QoC, while QoS influences only QoC.

2. top-down-approach:In the top-down-approach, qualities influence each other via the
requirements they pose. If it is required, for example, to provide temperature infor-
mation with a high precision (high QoC-requirements), very exact thermometers must
be deployed (high QoD-requirements). Thus, QoC-requirements must be translated
into QoD-requirements. These influences are illustrated with arrows that point down-
wards. In the top-down-approach a layer can have an impact on all lower layers.
This means that QoC-requirements can affect QoS- and QoD-requirements, while QoS-
requirements merely have an impact on QoD-requirements.

Figure 2: Interdependence between QoC, QoS and QoD

In our discussion, we will focus only on those relations depicted in figure 2 that are con-
nected to QoC. First, we want to illustrate how QoC can directly be affected by QoD and QoS
via the bottom-up-approach:

2Triangulation is a method where propagation time delays of three base stations, receiving signals from the end-
device, are used to calculate the handheld’s position.
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1. QoD→ QoC: A GPS-receiver is capable of positioning entities with a precision of up
to 4 meters, while GSM networks are much less accurate. This shows that devices differ
in their capabilities to provide high-quality context information.

2. QoS→ QoC: Context information grows older during transmission times. Thus, the up-
to-dateness of context information suffers from high network latencies. Very often these
delays will be negligible, but for some applications even milliseconds might be impor-
tant. Consider an application that tries to keep a pendulum, that is pointing upwards,
in balance. The application uses the position of the pendulum as context information to
move a small vehicle, on which the pendulum stands, in the direction that the pendulum
inclines to, keeping the pendulum in balance. The age of the pendulum’s position infor-
mation is critical in this example and even transmission delays might affect the proper
working of this application.

These are the direct impacts QoD and QoS have on QoC. Like we will show now, QoC can
influence QoS and QoD through the requirements it poses (top-down-approach):

3. QoC→ QoS: If a high up-to-dateness of the context information is required, the infor-
mation must be retrieved directly from the sensors. In general, cached results will be
too old. If cached results were sufficient, faster results and, thus, a better QoS would be
possible.

4. QoC→ QoD: QoC-requirements impact which devices will be deployed. If it is nec-
essary to know with a precision of better than 10 meters where a person is located,
positioning methods based on GSM infrastructure are inappropriate.

High-level context information must very often be derived from a couple of other pieces of
context information. In this process, the QoC of input data affects the QoC of the resulting
context information (5.). If the system, for example, wants to find out which task a person is
currently performing, the correctness of the result heavily depends on the correctness of the
inputs. The system could take a look into the calendar of the person stating that he does some
sports at the moment, but the most recent location information indicates that the person is still
in the office. Thus, either the calendar information is incorrect or the location information is
old. Resolving this kind of ambiguity is a difficult task [MHA00].

5 QoC: Why we need it

After having illustrated in the previous section what QoC is and how QoC is related with QoS
and QoD, we will address now why it is necessary to introduce QoC as a new quality notion
in addition to QoS and QoD:

QoC agreements: When several actors cooperate to provide CASs, like described by the
role model in section 3, there is a need for contracts that not only specify the required
QoS, but that also address the QoC. In analogy to SLAs, we call contracts defining QoC-
requirements QoC agreements. Note that these contracts may be negotiated together
with classical SLAs and may become part of them. QoC agreements are concluded
between the actors participating in context and CAS provisioning. For example, a CAS
customer, subscribing to CASs on behalf of one or several CAS users, has to enter into
negotiations with CAS providers in order to ensure that those use context information
with a quality which is better than an agreed upon minimum. QoC agreements must also
be concluded between CAS and context providers as well as between different context
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providers. The latter is necessary if high-level context information is derived from low-
level context information. Without QoC agreements, critical parameters within the value
chain would remain unnegotiated and would thus be left to the mercy of lucky chance,
a situation that is clearly unacceptable for professional context and CAS provisioning.
Furthermore, QoC agreements provide a basis for the pricing of context information
between the involved actors.

Reconstructing CAS behavior: Context information is used to automatically adapt ser-
vices or the content they provide. Therefore, the imperfection of context information
has a significant impact on the experiences users make with CASs. For example, if
the restaurant finder described in section 2 works on the basis of outdated weather in-
formation because better information is currently unavailable, the CAS user might be
misguided, e.g., he might be directed to beer gardens although the weather is rainy and
stormy. In such a situation, it would be desirable to notify the user of the quality of the
used context information in order to enable him to adequately assess the quality of pro-
vided recommendations. Thus, QoC helps a user to reconstruct, interpret, and estimate
the behavior of a CAS, i.e., the delivery of a certain content, the activation or termina-
tion of a CAS, or the CAS process workflow. Obviously, QoC should be made available
to users only on request or if the QoC is imperfect. Otherwise, CAS users would be
annoyed by receiving unnecessary background information.

Selection of appropriate context providers: In many cases, a particular context infor-
mation can be generated using different value chains. These value chains can be realized
by different, competing context providers, each operating an infrastructure of context
sources and sub-services in order to derive that particular context information. In such a
scenario, it is not unlikely that competing context providers deliver the same context in-
formation with different QoC. From the point of view of a CAS provider, QoC is then a
valuable indicator to select an appropriate context provider. As an example, consider the
context information ”weather conditions” used by the restaurant finder. In the future,
some types of mobile devices will be equipped with sensors, which enable to derive
the current weather conditions from parameters like temperature, atmospheric pressure,
and humidity. In this case, the weather conditions could be directly obtained from the
mobile device (the CAS user also adopts the role of a context provider in this case).
Alternatively, the city of interest might be covered by numerous weather stations, which
are connected by wireless local area or cellular networks. A third context provider might
be a nation-wide operating meteorological service which provides weather information
for each city downloadable from a database that can be accessed via Internet and that is
updated once a day. This scenario is depicted in figure 3.

Obviously, the weather conditions delivered by these context providers significantly dif-
fer in their QoC. For example, weather conditions originating from the mobile device
might be incorrect, because the user is currently staying indoors, or the weather con-
ditions offered by the meteorological service might be outdated or too coarse-grained.
These circumstances would be reflected by the QoC, and the CAS provider could select
an adequate context provider based on the offered QoC and the according price for the
context information.

Adaptation of context refinement: Like context is used to modify the behavior of a CAS,
QoC can be utilized to adapt the context refinement process. Like outlined in section
3, an important task of context refinement is the derivation of new, high-level context
information from low-level context information. Often, such a derivation is needed
due to the unavailability of appropriate context sources. The quality of the respective
low-level context information is an important indicator of whether or not the generation
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Figure 3: Selection of Context Providers based on QoC

of high-level context information makes sense at all, and, if so, how to determine the
quality of the produced context information. As an example consider the context in-
formation ”distance” needed by the dating service. The distance between two users is
calculated from the low-level context information ”location”. User A has a sophisticated
GPS-enabled mobile device, which provides the user’s location with a high precision of
approximately 10 meters. However, user B only possesses a simple cellular phone. Her
location can only be obtained from her cellular network operator and corresponds to the
coordinates of the base station currently serving the user. Typically, radio cells have a
radius in the range of several hundred meters to some kilometers. But, the exact preci-
sion of a user’s measured location depends on the density of the operator’s base station
subsystem. Like demonstrated in figure 4, the distance is derived by an independent
third context provider, which has to decide whether the QoC of user B’s location is
sufficient to calculate the distance. If so, the QoC of both locations are aggregated in
order to determine the QoC of the distance. However, the derivation of high-level con-
text information is only one of several tasks of context refinement. The transformation
between different formats of representation or techniques like deduction, filtering, or
inter- and extrapolation are affected by QoC in a similar manner.

Adaptation of context dissemination: Context dissemination comprises the distribution
and storage of context information. Based on QoC agreements, a context provider can
optimize these sub-processes of context dissemination. Like depicted in figures 3 and
4, a context provider makes context information available at service access points. At
these access points, caching of context information can be performed. Whenever re-
quests for context information can be answered with cached results, there is no need
to execute the entire context value chain on a per-request basis. This improves QoS by
lowering response times and saves costs by reducing the utilization of network band-
width. However, caching unfavorably affects the QoC, especially the up-to-dateness
of context information. Therefore, caching and revalidation strategies for context dis-
semination must be adapted under careful consideration of QoC, QoC agreements, and
QoS aspects. As an example, consider again the calculation of the distance between
two users like described in figure 4. Locating each of the users and calculating the dis-
tance is a time-consuming process. If the QoS-requirements were very tightly set, it
might be infeasible to derive the distance during service provisioning on demand. On
the other hand, using cached results might violate up-to-dateness requirements. In such
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Figure 4: Influence of QoC on context refinement

a situation, the context provider must proactively update the distance stored at the ser-
vice access points independently of requests for the respective context information, a
process which causes high signalling costs. Thus, the determination of QoC- and QoS-
requirements influences the cost situation of context providers and, therefore, has an
impact on the pricing of context information.

Fine-grained privacy policies: Like described in section 3, a context owner can restrict
access to his personal context. Without QoC the context owner could only determine
who is allowed to access which part of his context. QoC, however, enables him to
specify access policies in a much more fine-grained way. For example, a context owner
might grant permission that a certain group might access his current location, but only
with a precision of 10 kilometers and with a delay of some hours. Thus, QoC allows for
sophisticated privacy policies.

6 Related Work

Some work has been done on the question how to deal with the QoC requirements of CASs.
The most important articles that address quality parameters within the context provisioning
process are [Dey00], [EHL01], [HIR02], and [GS01]. We will discuss them in turn.

[Dey00] lists some QoS-parameters considered important for the proper functioning of the
context toolkit. Reliability, coverage, resolution, frequency and timeliness are explicitly men-
tioned. While Dey uses the term reliability in its classical QoS sense, coverage, resolution,
frequency and timeliness are no QoS-parameters according to our concept. Coverage defines
the set of all possible values for a context attribute. A positioning service, for example, that
is only capable of locating entities in Germany possesses a coverage that spans Germany.
We prefer to call this a capability of a service rather than a QoS-parameter. Resolution de-
scribes the actual change of the real-world variable that is required for the context attribute
to change. This might refer to the precision of the information which will largely depend on
the QoD, i.e., the capabilities of the deployed hardware, or it could describe which granular-
ity has been chosen for the trigger conditions of event services in charge of necessary update
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procedures. Frequency defines how often a piece of context information needs to be updated,
a parameter that we consider to be part of an update-strategy that is conceived to meet the
QoC-requirements. Timeliness determines the time that is allowed between an actual context
change and the related notification of the application. This parameter belongs to the domain of
QoC, but does not address the existence of revalidation-strategies and the deployment of time-
to-lives in conjunction with caching. Thus, though Dey addresses quality issues in the context
provisioning process, he does not differentiate between QoS and QoC and furthermore mixes
his understanding of QoS with parameters we would consider to be part of an update-strategy.

In [EHL01] the concept of a context service is described which is similar to our context
provider. Nevertheless, the problem of multiple management domains rests unrecognized. A
role model is missing. The main goal of the context service is software reuse, not disinte-
grating the value chain and specifying co-operation between independent actors to allow for
professional large-scale CASs like in our concept. [EHL01] uses the notion of ”quality of con-
text information (QoI)” very much in the sense in which we use QoC. But the relation between
QoC, QoS, and QoD is left unexplored. The need for augmenting SLAs with QoC agreements
is not addressed. Thus, though [EHL01] separates context provisioning and context usage, it
still keeps both parts of the value chain within one administrative domain making SLAs and
QoC agreements obsolete.

[HIR02] address quality of context through tagging quality parameters to associations be-
tween entities and attributes. Each quality parameter may be described by one or more quality
metrics. Although this approach is close to ours as far as quality judgements are concerned
it does not take into account any underlying context role model which directly impacts any
practical QoC handling. It also lacks the ability to differentiate between sensor related QoD
parameters, service oriented QoS parameters and context information related QoC parameters.
Especially, it is not clear how QoC may be related to context information dependencies.

[GS01] include information quality as (besides others) one type of meta-information. They
identify six quality attributes: coverage, resolution, accuracy, repeatability, frequency and
timeliness. However, their quality model only considers aspects of the requirements analysis
and the exploration of design issues for context-aware applications. Neither do they adequately
cope with problems in multi-provider environments, nor do they address the interdependence
between QoD, QoS and QoC.

7 Conclusion and Outlook

In this paper, we argued that large-scale CASs will be provided in an interorganizational man-
ner in the future. We proposed a role model and a value chain of CAS provisioning. Based on
this, a discussion followed which role performs which tasks. We defined QoC, explained its
most important parameters and addressed the differences and interdependence between QoC,
QoS and QoD. Several reasons were outlined why the new quality notion QoC is needed.
We pointed out that efficient cooperation between CAS providers and context providers and
among context providers is impossible without QoC agreements.

In the future, we will evaluate in how far concepts from service management can be used
for context provisioning and we will develop the presented concept into a framework. For
this, a classification of context information will be needed, since QoC-parameters may differ
depending on the class of context information they refer to. We will specify which structure
and content QoC agreements should have and will prove the applicability of these agreements
by implementing several cooperating context providers and CASs using them. Overall, this
article is intended to be a starting point for a lot of research that still needs to be done.
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