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Management vernetzter IT-Systeme

Kapitel: 10
Integration von Agenten, Architekturubergange
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Entwicklungswerkzeuge (1)

 MIB-Werkzeuge

= GDMO/IDL Werkzeuge (Syntaxprifungen, Editieren von Templates,
Darstellung von Hierarchien, Navigieren, Suchen)

= Modellierungswerkzeuge flir UML/CIM oder OMT (Rational Rose, StP)

= MIB Compiler, IDL Compiler, Template Compiler (Konversion von
Objektspezifikationen in ausflihrbaren Manager- oder Agentencode)

= MIB- /Repository Administration, Klassenbibliotheken
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Development Tools for Management
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Class Browser Damocles
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Development Tools for Management

1 Tools for SNMP management: MIB-Compiler

= MIB-Compilers are almost always required to make vendor and
manufacturer specific MIBs available to the management platfrom.

—>they are necessary “support-utility”
- Usage is complicated, and compilers & MIBs often contain errors.

- Vendors of platforms and management applications offer a special
service:

+ removal of errors in “concise format MIBs” and compiling of the MIB to
produce the platform internal format

- MIB-Compilers are also available as public domain software
these simplify the access to MIB objects (often C/C++ libraries).
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Development Tools for Management

[ Tools for SNMP management MIB-Compiler:

= Management information made available by agents is defined in the
Concise MIB Format (RFC 1212) and provided as ASCII files when buying
a network device or another managed module.

» The MIB-Compiler transforms the Concise MIB Format into a platform
internal representation of the management information.

e ~
g user interface
B N
[ basic applications: /\
= |
E’ | MIB- MIB-
) MIB-Browser \\ Compiler object description
® ./ implemented MIB Concise MIB format
S (internal format) J (Concise ormat) Il
= -

L communication module \
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Entwicklungswerkzeuge (2)

1 Werkzeuge zur Entwicklung von Agenten (zur Interaktion
zwischen Agent und Ressource)

= fur OSI-Agenten (z.B. TMN Workbench)

= fur SNMP-Agenten

- (z.B. MIB-Compiler, MIB-Stubs, Extensible Agents)

= zu DMTF-Agenten

= flir CORBA-Agenten

= fur JAVA-Agenten (z.B. JDMK)

O Umfassen Agent Core, Protocol Adapters, Basic Services
(e.g. notification, filtering, persistent storage)
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Managementagenten

L] Beispiele von Agenten:

= SNMP-Agenten und SMNP MIBs flr
Cisco-Router 12000, Cisco 7000, Cisco 8000 ...

3Com-Switches: SuperStack Il 3300, SuperStack 11 9300
und alle sonstigen Network Devices

= Primar pure MIB-Managementinformation, wenig
Managementfunktionalitat, globales und umfassendes
Management fast unmaglich!
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AgentX und DPI

Internet
MIB-Module B

Internet

MIB-Module A M

MNM

TEAM

e.g. MIB-II e.g. DS3-MIB e.g. ISDN-MIB

Internet
IB-Module C

Subagent A Subagent B

Master Agent

— "Request Broker"
— Registration of MIB-Modules

— SNMP Protocol Module

SNMP
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Entwicklung von OSI-Agenten

ASN.1  GDMO S Detined

=HEVNED

MIBcomposer

'
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Log Event Core cel
Handler Handler Agent Agent
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Naming and Replication
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Entwicklungswerkzeuge (3)

J Werkzeuge zur Entwicklung von Managementanwendungen
= APIs: XMP/XOM, TMN/C++APIl, SNMP++API, Java-AP|

= Schnittstellen zu Datenbanken, einheitlicher agent view und database view
auf MOs

= \erfeinerte Event-Dienste
= Stubs fur MO-Zugriff

L Werkzeuge zur Oberflachengestaltung
= fur X-Windows
= flir JAVA
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X/Open XMP and XOM:

Management Applications

XOM XMP

CMIP SNMP
Package Package

CMIP SNMP Metadata

L XMP: API for a (syntactical) unified access to the protocol
functionality of CMIP and SNMP

1 XOM: API for local manipulation of ASN.1 data types (e.g.,for
translation of parameters during access to XMP)
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Architektur von TMN/C++ API

TMN User Application

GDMO/C++ API
Managed Obiject Layer

CMIS/C++ API

Service Layer

ASN.1/C++ API
Data Layer
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StP-Objektmodell-Editor
I
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Konfiguration fur Systemtabelle
OvectDisplybetouns

| Display Properties |
Type: _1 Ghyph
Dinpiay Biatus bdormadion @ Yee ) Hop
# Status Control

Display Type: Graph — |
Direction: Horizontal — |
Graph Type: Line — |
| Status Control Configuration
Variahle: Disk Utilization —
File System: Jexporthome —
() Warning High: 80 |~ to o0 |-
Low: — to -
@ critical  High:| 91 —to| 100 -
Low: — to -
i@ Failure  High: ~to .
Low: 0 to 0 -

Sample Rate: 20 times per Minute —-|
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Managementspezifische Oberflachengestaltung

d Ziel: Integration von Werkzeugen unter einer
Oberflache

O Vorherrschend: X-Windows, NT-Oberflache, Web-Browser

1 Elemente:

= Darstellung (Icons) flr Ressourcen

= Aufbau von Objekthierarchien und Maps
Objekt-Attribute (Property books)
tabellarische Darstellungen

Darstellung veranderlicher Werte
Konfiguration von Darstellungen

L Werkzeuge: HP-OV-Windows, Java AWT, SWING/JFC
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TEAM

Notwendigkeit von Architektur-Ubergangen
|

[ Diverse verschiedene Managementarchitekturen

vorhanden oder im Entstehen
Management
o , y
[ Grundsatzliche Varianten: anagement

= Spezielle Managementarchtitekturen
- spezielles Protokoll und Informationsmodell C%'\ﬂ{;
- spezielle Dienste, Funktionen

= Allgemeine Architektur, verfeinert fir Management
- allg. Protokoll, Informations- bzw. Objektmodell
- Management-Dienste, -Information, -Objekte zu definieren Java

Management
API

Q Interoperabilitat sichern, Ubergénge schaffen! Web-based:

Management
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Managementsysteme und -architekturen

o : Management-
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e
LMU, TUM, ...  |Eisl| == & www-Browser S JAVAWWW
I 7

LRZ |P-Dienst ,
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................ NI
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erein IP-Dienst HP OpenView
(WAN) NNM
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Products
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Anwendung von Management-Gateways im TMN-Management
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Verteilile CORBA-basierte Managementapplikatiopen
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Vo v
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v E
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0 T
Plattform-API
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catonay o 0S| Management Plattform ) catenay
Y —  |BM NetView TMN Support Facility Y
[ cump ) 5 5 [ cmp )
L CORBA | CMIP | cwp | SNWP
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Object Request Broker Managed Object s | Agont SNMP
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@ (OR]] Agent SNMP | Agent
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Architekturubergange

Multi-architectural
Management Platform

Protocol X | Protocol Y

Protocol Y

Protocol X E
E Resources

| =
Protocol X

Management (" Protocol X
Gateway Protocol Y

Protocol Y

u
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Multiarchitekturelle Plattform

O Architekturtubergang in Management-Plattform

(1 Management-Plattform: realisiert (Teile d.) Architektur
= Kern (Kommunikation, Datenbasis ...)
= Ereignis-, Topologiemanagement ...

Management Platform

= GUI )%
O Multiarchitekturelle Plattform: Probcol X[ProolY
,spricht alle Management-Sprachen® X
1 keine direkte Umsetzung der Protokolle notig, e
nur Abbildung auf Komm.-AP| der Plattform 1 5

1 Unterschiede der Architekturen ,schlagen
haufig bis zur Anwendung durch* E

L Nebeneinander unter gemeinsamer Oberflache

Resources
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Multiarchitektureller Agent

Q Architektur-Ubergang im Agenten
O Multiarchitektureller Agent: )

,Spricht mehrere Management-Sprachen® )gk H
Q keine Umsetzung der Protokolle ndtig -
[ keine Umsetzung der Informationsmodelle notig \
[ (eventuell) Probleme beim Zugriff auf oo X[ ProiocalV
gemeinsame Ressourcen E sources

O Aufwendig wegen i.a. grolRer Zahl an Agenten olivarohitectural

1 Trotzdem relativ haufig: Agent
,mitgelieferter Standard-Agent" +

nachinstallierte ,Spezial-Agenten”
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TEAM

Management-Gateway
|

3 Architektur-Ubergang in (logischem) Zwischensystem
K kein reiner ,Protokoll-Konverter”
[ Unterschiede in Inf.-modellen zu bericksichtigen Protocol X

O Statischer Aspekt: Ubersetzung der Informations-
modelle — ,Specification Translation® Management

Q Dynamischer Aspekt: Umsetzung der Protokolle
bzw. deren Elemente: ,Interaction Translation®

1 Weitgehend transparent fur Management-
anwendungen und -Agenten E esources

s

/

Protocol Y

Prof. Dr. H.-G. Hegering, Institut fiir Informatik, LMU




Management-Gateways

O Ubersetzung der Managementinformation
= auf syntaktischer Ebene
= auf semantischer Ebene

U Protokollumsetzung

= Namensabbildung

= Dienstabbildung

= zustandbehaftetes/zustandsloses Gateway

[ Beispiel: [IMC (ISO/Internet)
3 Beispiel: JIDM (Ubergang zu CORBA)
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JIDM-Szenarien

GIOP CMIP
CORBA | CORBA/OSI | OSl
Manager | Gateway | Agent
IDL GDMO
CMIP GIOP
oSl | OSI/CORBA | CORBA
Manager | Gateway ! Agent
GDMO IDL
GIOP SNMP
CORBA | CORBA/SNMP | SNMP
Manager | Gateway ! Agent
IDL I-SMI
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CMIP/SNMP-Gateway

OSI| Manager CMIP/SNMP Gateway SNMP Agent
Management GDMO Internet Managed
Applications MIB MIB Resources

Definitions || Definitions

| |

ISO/ITU Glall\go Service Emulation Internet | Internet

Manager Definitions (Scoping/Filtering) MIB Agent
(Operations)

CMIS Services | | SNMP|Services
CMIP CMIP SNMP SNMP
CMIP PDUs SNMP PDUs
—~ - - - OS|-Management - - - .- - - Internet-Management - - - &

Prof. Dr. H.-G. Hegering, Institut fiir Informatik, LMU



Techniken der Werkzeugintegration
O Kriterium:

Welche Dienste der Plattform werden benutzt?

Oberflachenintegration

Integration Uber Proxy-Agenten

Integration mittels Datenaustausch

Vollstandige Integration
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Oberflachenintegration

Possible common
look-and-feel

I:I
//——
v
Tool
Platform functionality
Management \ Management

protocol protocol

Resources
to be managed
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User Interface Integration

Integration of management applications through the
use of a common user interface:

,Menu integrations®:

- tool is a activated by a corresponding command and
passing parameters from the platform to the tool

- separate windows are used to display the tool and ist output
- the output of the tool may be piped into files
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TEAM
User Interface Integration
4 N 4 N
Platform user interface User interface of tool X
(2)
Menuil ... Menu n / " Tool output
Menu i - -
; D
(1) Tool X G)
Tool X
output
file
L J w
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Methods of Integration: Data Integration

Platform
Platform
functionality
' Manipulation of
. _the tool objects —
—
Tool
4 N\
Platform
information base
[T , Update
s Tool S At i e Tool
. information base : information base
N\ /

\
7

Management
protocol

Resources
to be managed
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Data Integration

Aspects:
Mapping of different information structures
Update mechanisms:

whenever data in an information base is changed
at fixed intervals

on explicit request

on access to data
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Integration: Datenaustausch

Benutzeroberflache (Map) Benutzeroberflache (CAD)
_ Status- Integrations- ‘ Update Integrations- Anderungs-
: Uberwachung baustein o : baustein Management !
| | | A |
EAPI \\ / API
i Informationsverwaltung i | i
v
-+ -
“
Plattform Netzdokumentationssystem
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Data Integration

Platform:

Information base

—]

Spectrum

documentation
system

{Attributes from th

I=—

Tool:

Documentation
system

Oracle DB

Al
: Virtual network machine

Managem

protocol

to be managed

ent

Resources
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Integration via a Proxy Agent

J Properties of ,proxy integrations":
= the tool as such is preserved (i.e., no modifications),

= in addition to the user interface, parts of the functionality
of the tool is integrated in the platform

1 Tasks of the proxy:
= represent the tool and its funcionality

= ensure consistency between tool-object and reality
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Methods of Integration: Proxy Agent

Integration via a funahor ity Manipulation of tool
Proxy agent: [ infor%?ttl%% ase ) ( informTa?l%ln base )
Management T T
protocol '

Proxy' agent

________ Tool

NN

Resources
to be managed
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Integration via a Proxy Agent

Platform side
Management User
application interface
Get

object

MIB detail

Tool
object

Control

MNM

TEAM

Tool side

Tool
object

Proxy

Update
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Integration durch Proxy-Agent

Plattform wird Ubergeordnet:

Management station Proxy agent
Application Object I\I(I)ab?ggtt;d
manager 00 O CDCNET
Management station
GET request
APL_ v API TGET indic. l rsh... dlsplay
--------------------- _Command |-l NETOU
Core system Core system UNIX shell interpreter
A A A A A _
cMoT UNIX remote shell Proprietary

management protocol
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Integration via a Proxy Agent

OSI Transport Status

CD NETOU: number of SAPs = 2

number of class 0 connections = 2
number of class 2 connections =
number of class 4 connections = 8

o

display osi_transport_status

HP OpenView:

CDCTransportEntity MANAGED OBJECT CLASS
DERIVED FROM top
CHARACTERIZED BY:
BEHAVIOUR DEFINITION CDCTransportBehaviour
ATTRIBUTES
NumberOFSAPs GET
ClassOConnections GET

Registered as {...}
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Integration durch Proxy-Agent

Plattform wird untergeordnet:

Runcmd

Request
_

AIXNETVIEW| RPC AIX SNMP
NETVIEW SNA SERVICE |<—>| NETVIEW/ |+—>

POINT TCP/IP 6000

«—

Alert Komponente
Platform

Runcmd

Response
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